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 Abstract 
 The aim of this review scientific study is to analyse existing scientific literature 
examining the development of smart cities in the context of effective public administration and 
digital connectivity in the European Union, with a particular focus on the impact and regulation 
of artificial intelligence as a key factor in the sustainable transformation of cities. This scientific 
study also includes an analysis of the scientific treatment of major European initiatives, such as 
the concept of effective public administration, WiFi4EU, free mobile roaming, Industry 4.0, 
automated and autonomous vehicles, which together form the framework for digital 
infrastructure and connectivity in the European Union. Using a combination of analytical, 
synthetic, comparative and deductive methods, the research examines the interrelationships 
between these initiatives, their common goals in promoting technological interoperability, social 
inclusion and environmental sustainability, as well as the challenges they face in terms of 
governance, ethics and data protection. We primarily analyse freely available scientific 
literature included in the Web of Science and Scopus databases from 2018 to the present, as well 
as European Union legislation and European court decisions related to the topic under 
investigation. The result of our research is a comprehensive overview of scientific literature on 
the current state of legal regulation of selected components of smart cities, as well as the 
identification of gaps and opportunities in the management of AI-based smart city systems. Our 
recommendations also include a proposal for conceptual directions for the development of 
sustainable, legally compatible and ethically managed digital ecosystems in the European 
Union.   
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 1. Introduction 

 
At the beginning of the 20th century, only 13% of the world's population lived 

in cities. Today, more than half of the world's population lives in cities, with 
approximately 500 cities in the world having more than one million inhabitants. The 
constant migration of people to cities presents a new challenge for the planet: building 
cities that are sustainable for life. This is the concept of smart cities using modern 
technologies that are green, adapt to a changing climate, and are designed to 
automatically take all these necessary inputs into account.3 According to Jankelová et 
al., smart cities must not only provide basic necessities for the population, but also 
significantly reduce their negative impact on the environment while maximising the 
potential of the huge mass of people who live in them. Smart solutions with targeted 
planning can provide the world's population with a safe and peaceful city for future 
generations.4 As Dušek states, urban planners agree that the fight for the sustainability 
of the planet will be fought in cities. This requires thorough preparation. Cities must be 
green and resilient, built with a sensible vision and adapted to a changing climate.5 They 
must be able to see “around the corner”. There is no doubt that a city whose planning 
lacks such a vision is more vulnerable to natural disasters and weather fluctuations and 
is prone to a decline in the quality of life of its inhabitants. 

What exactly is a smart city? According to Mutambik, a smart city can be 
understood as a modernised urban area where everything from transport to energy can 
be connected to digital technologies that enable two-way information transfer between 
the city, its residents and visitors. By using technologies such as the Internet of Things, 
big data, machine learning and connectivity, city officials can interact directly with 
residents and infrastructure to monitor the state of the city and what services may be 
needed in the future to ensure a higher quality of life for all its residents.6 Artificial 
intelligence plays an important role in this process, as it can predict the city's needs, 
identify hidden risks and optimise the provision of public services in real time based on 
big data analysis. At the same time, the implementation of artificial intelligence systems 
raises new legal questions regarding responsibility, algorithmic transparency and 
citizens' rights in automated public administration decision-making.  

Mutambik and Almuqrin further express the view that smart cities are more 
efficient, have more opportunities to create jobs and ensure their growth, while 

 
3 Andrea Čajková, Evgenya Romanova, Svetlana Tolstikova and Boris Abushkin, Models of regional 
competitiveness: Priority influencing factors. Paper presented at the 6th International Scientific Conference 
on Territorial Inequality — A Problem or Development Driver (REC-2021), Ekaterinburg, Russia, 23–25 
June, https://doi.org/10.1051/e3sconf/202130104005. 
4 Čajková Andrea, Nadežda Jankelová, and Dušan Masár. “Knowledge management as a tool for increasing 
the efficiency of municipality management in Slovakia.” Knowledge Management Research and Practice 
21, no. 2 (2023):292-302. doi:10.1080/14778238.2021.1895686  
5 Jiri Dušek. “Transformation of Settlement Structures in Europe: Trends, Challenges, and Reform 
Approaches. Land 14, no. 1 (2025): 167, doi:10.3390/land14010167 
6 Ibrahim Mutambik. “An Entropy-Based Clustering Algorithm for Real-Time High-Dimensional IoT Data 
Streams”. Sensors 24, no. 22 (2024):7412, doi:10.3390/s24227412 
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improving the social inclusion and engagement of their residents.7 They can achieve 
this potential by increasing the level of functionality, long-term sustainability and living 
standards of their residents through the creation of smart city strategies. In this context, 
the Strategic Implementation Plan of the European Commission's European Innovation 
Partnership for Smart Cities and Communities defines smart cities as systems in which 
people interact and use energy inputs, materials, services and financing to accelerate the 
process of sustainable economic development and improve living standards. These 
interactions become “smart” through the strategic use of information and 
communication infrastructure and services in a process of transparent urban planning, 
development and management that responds to the social and economic needs of 
society. A study initiated by the European Parliament defines a smart city as a city that 
seeks to address urban problems through ICT-based solutions based on partnerships 
between various stakeholders and the city.8 

One of the most important aspects of building smart cities is the use of modern 
technologies. These can include, for example, smart lamps that provide residents with 
information about air quality or parking spaces. Smart benches providing internet access 
are similarly important. The intelligence of a city is also reflected in smart buildings.9 
However, it is not just about using modern technologies, but also about using green 
energy to reduce energy consumption. However, not everything can be left to digital 
technologies alone. An equally important aspect of building and subsequently operating 
smart cities is the process of managing them, to which public administration legislation 
should also be adapted.   

Discussions on the development of smart cities have been ongoing for a long 
time, particularly in non-legal areas. However, we have noticed that discussions and 
subsequent publications of scientific articles on the legislative aspects of building smart 
cities are lagging behind. In our opinion, the lack of interest in research on this currently 
particularly topical issue, even on the part of legal theorists, is a problem. In our 
overview scientific study, we map current research work that at least partially touches 
on the field of law and examines selected components involved in the creation of smart 
cities. In this special way, we want to contribute at least partially to eliminating this 
shortcoming. 

 
2. Materials and Methods 
 
The methodology used in our scientific study belongs to the descriptive or 

qualitative approach. It includes a review of existing literature and a description of 
 

7 Ibrahim Mutambik and Abdullah Almuqrin. “Employee Acceptance of Digital Transformation: A Study 
in a Smart City Context. Sustainability 16, no. 4 (2024): 1398, doi:10.3390/su16041398. 
8 European Parliament. Mapping Smart Cities in the EU. 2014. Available online: https://www.europarl. 
europa.eu/RegData/etudes/etudes/join/2014/507480/IPOL-ITRE_ET(2014)507480_EN.pdf (accessed on 
10 November 2025).  
9 Andrukhiv Andriy, Maria Sokil, Solomiia Fedushko,  Yuriy Syerov, Yarina Kalambet and Tomas 
Peracek. “Methodology for increasing the efficiency of dynamic process calculations in elastic elements of 
complex engineering constructions”. Electronics 10, no. 1 (2021): 40, doi:10.3390/electronics10010040
  

https://doi.org/10.3390/electronics10010040
https://doi.org/10.3390/electronics10010040
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findings without the need for specific experimental procedures or quantitative analyses. 
Instead, it relies on a synthesis of information from various sources to provide a 
comprehensive overview of the issue under investigation. We use a multifaceted 
approach combining a literature review with a selection of court decisions to explore 
the potential of the findings of the analysed scientific works for smart city infrastructure. 
We supplement this approach with well-known methods of analysis, synthesis, 
comparison and historical interpretation. Based on an extensive literature review 
conducted to gain basic knowledge of existing research in the areas of smart cities, 
effective public administration, digital connectivity, Industry 4.0, autonomous vehicles, 
and artificial intelligence. We use academic databases such as Google Scholar, Web of 
Science and Scopus to search for terms such as “smart city”, “Industry 4.0”, “automated 
vehicles”, “urban mobility”, “data analysis”, “effective public administration” and 
“sustainability”. The inclusion criteria were peer-reviewed articles, conference 
proceedings or books published in the last ten years that addressed the above topics. 
However, when analysing this issue, it is always necessary to critically evaluate relevant 
data from various sources, as not all data from extensive database sources and large 
journals may always be relevant. We verified any opinions based on European 
legislation on the website www.eur-lex.europa.eu, where legally binding acts of the 
European Communities and European courts are published. 

 
3. Results 
 

 3.1. Effective Public Administration of a Smart City   
 
As Albino et al. point out, the term “smart city” is being used more and more 

frequently. Nevertheless, there is still confusion about what a smart city actually is and 
what the term actually means.10 According to Kandt and Batty, smart city initiatives are 
currently the subject of extensive academic debate, ranging from attempts to create 
formal definitions to radical criticism from a social science perspective.11 As García 
Fernández and Peek have pointed out, the concept of a smart city is a highly anticipated 
model of urban development that has many different descriptions and definitions in the 
literature, which are intensively discussed in various fields and disseminated in many 
different sectors.12 European legislation considers a smart city to be a city that seeks to 
address public issues through ICT-based solutions, based on a partnership that relies on 
the self-government of multiple stakeholders. The concept of good governance 
represents the basic requirements for the quality of the activities of managing entities 
towards the addressees of their operations.13 Castelnovo et al. discuss in their research 

 
10 Albino, Vito, Umberto Berardi, and Rosa Maria Dangelico. “Smart cities: Definitions, dimensions, 
performance, and initiatives.” Journal of Urban Technology 22, no. 1 (2015): 3–21, doi: 10.1080/1063073 
2.2014.942092. 
11 Kandt Jens and Michael Batty. “Smart cities, big data and urban policy: Towards urban analytics for the 
long run.” Cities 109, (2021): 102992, doi:10.1016/j.cities.2020.102992. 
12 García Fernández, Cristina, and Daniël Peek. “Smart and sustainable? Positioning adaptation to climate 
change in the European smart city.” Smart Cities 3, no. 2 (2020): 511–526, doi:10.3390/smartcities3020027  
13 European Parliament. 2014. Mapping Smart Cities in the EU; PE 507.480; Directorate-General for 

http://www.eur-lex.europa.eu/
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the importance of adopting a holistic approach to evaluating smart city management 
and policy-making. They also propose a performance evaluation framework that 
overcomes the limitations of existing approaches and contributes to filling the current 
gap in the knowledge base in this area.14 Mills et al. argue that decision-making in a 
smart city is the responsibility of city administrations, organisations, individuals and 
artificial agents. These activities, carried out individually or collectively, can determine 
the measures to be taken (or not taken) in the present or future in relation to operational, 
tactical, strategic or political matters using analytical methods.15 As Odeku points out, 
these requirements have gradually emerged since the beginning of the 20th century 
within European administrative law and in the sense of the common law of public 
administration in European democratic states.16 Some authors argue that the aspect of 
“good governance” comes to the fore in connection with the above requirement. This is 
defined as the process of government and its control, which is linked to the participation 
of the population in this process with the aim of improving public administration and 
bringing it closer to the people.17 Artificial intelligence can bring about a significant 
acceleration of decision-making processes, a reduction in administrative burdens and 
better involvement of people in public administration, but at the same time it creates a 
need to prevent discrimination and ensure the auditability of algorithmic decisions. 

The concept of good governance according to Haque et al. represents the basic 
requirements for the quality of the activities of managing entities towards the addressees 
of their operations. Since the beginning of the 20th century, these requirements have 
gradually been shaped within European administrative law in accordance with the 
common law of public administration in European democratic states. In connection with 
this requirement, the aspect of good governance comes to the fore, defining it as a 
process of government and its control combined with the participation of the population 
in this process with the aim of promoting more effective functioning of public 
administration and the involvement of citizens in decision-making.18 

The concept of good governance does not have a legally binding definition. It 
is usually understood by experts through its individual principles and basic 

 
Internal Policies; Brussels: Policy Department A: Economic and Scientific Policy, Publications Office of 
the European Union.  
14 Castelnovo, Walter, Gianluca Misuraca, and Alberto Savoldelli. “Smart cities governance: The need for 
a holistic approach to assessing urban participatory policy making.” Social Science Computer Review 34, 
no. 6 (2016):724–739, doi:10.1177/0894439315611103. 
15 Mills, David, Steven Pudney, Primož Pevcin, and Jaroslav Dvorak. “Evidence-Based Public Policy 
Decision-Making in Smart Cities: Does Extant Theory Support Achievement of City Sustainability 
Objectives?” Sustainability 14, no. 1 (2022):3, doi:10.3390/su14010003.  
16 Sebola Molatelo and Odeku Kola O. “An Analysis of Post-apartheid Land Reform Interventions 
Fostering Restoration of Dignity and Equality in South Africa.” Perspectives of Law and Public 
Administration 12, no. 4 (2023):  597–617. 
17 Shcherbanyuk, Oksana and Laura Bzova. “Rule of Law and Human Rights: Analysis of International 
Standards and Case Law”, Perspectives of Law and Public Administration 13, no. 1 (March 2024): 25-32, 
doi: 10.62768/PLPA/2024/13/1/03. 
18 Haque, A. K. M. Bahalul, Bharat Bhushan, and Gaurav Dhiman. “Conceptualising smart city 
applications: Requirements, architecture, security issues, and emerging trends.” Expert Systems 39(2022): 
e12753, doi:10.1111/exsy.12753. 
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requirements for the quality of public authorities' activities towards the recipients of 
their activities. These are contained in several Council of Europe documents and are 
also developed in the case law of the European Court of Human Rights and the Court 
of Justice of the European Union.19 The Charter of Fundamental Rights of the European 
Union is an important document that includes the right to good governance among the 
fundamental rights of European Union citizens. Some authors refer to Article 41 of the 
Charter, which states that the right to good administration is a fundamental right of the 
institutions, bodies, offices and agencies of the European Union. This article is based 
on the principle of the rule of law and enshrines the right of everyone to have their 
affairs handled impartially, fairly and within a reasonable time.20 According to the 
judgment of the European Court of Human Rights of 31 March 1992, No. C-255/90, 
the characteristics and general principles of the rule of law include good administration, 
which European courts can argue and shape without the need to define it in legislation.21 

It explains in more detail the content of the right to good administration and 
how the European Code of Good Administrative Behaviour can be expected to be 
applied in practice when dealing with European institutions. It is a document that 
European Union institutions and bodies, their administration, officials and other 
employees should follow in their relations with the public. It takes into account the 
principles of European administrative law contained in the case law of the Court of 
Justice of the European Union and also draws inspiration from national legislation. It 
sets out the general principles of good administrative practice. First and foremost is the 
principle of legality, according to which an official is obliged to ensure that decisions 
affecting the rights and interests of individuals are based on law and that their content 
is lawful, as follows from the judgment of the European Court of Human Rights in the 
case of Autronic AG v. Switzerland of 22 May 1990, 12726/87. In this judgment, for 
example, the court ruled in the broad context of the principle of legality on the 
obligation to take international law and its current development into account when 
interpreting the law by administrative authorities.22 

The ongoing contribution of various areas and sectors of public administration 
to this concept is what is accelerating the development of smart cities.23 In the field of 
digitisation, the influence of the European Union can be considered one of the reasons 
for its development, both in legal and practical terms. Article 174 of the Treaty on the 

 
19 Cristina Elena Popa Tache and Cătălin-Silviu Săraru. “Lawfare, Between its (Un)Limits and 
Transdisciplinarity. Precedente 23, (2023):37-66. doi:10.18046/prec.v23.5889. 
20 Cristina Elena Popa Tache and Cătălin-Silviu Săraru, “Evaluating Today’s Multi-Dependencies in 
Digital Transformation, Corporate Governance and Public International Law Triad”. Cogent Social 
Sciences 10, no. 1 (2024): 2370945. doi:10.1080/23311886.2024.2370945. 
21 European Court of Human Rights. 1992. Judgment of 31 March 1992, No C-255/90, Case Jean-Louis 
Burban v European Parliament. Available online: https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=C 
ELEX%3A61990CJ0255 (accessed on 10 November 2025).  
22 European Court of Human Rights. 1990. Judgment of 22 May 1990, No 12726/87, Case Autronic AG v 
Switzerland. Available online: https://www.stradalex.com/en/sl_src_publ_jur_int/document/echr_12726-
87 (accessed on 10 November 2025). 
23 Žofčinová, Vladimíra and Natália Melegová. “The exercise of internal control by the chief municipal 
controller in labour law contexts: the Slovak model and its parallels in the Czech Republic.” Studia Iuridica 
Cassoviensia 13, no. 2 (2025):231–250, doi:10.33542/SIC2025-2-13 

https://www.stradalex.com/en/sl_src_publ_jur_int/document/echr_12726-87
https://www.stradalex.com/en/sl_src_publ_jur_int/document/echr_12726-87
https://www-1scopus-1com-14ar46z7q0039.erproxy.cvtisr.sk/authid/detail.uri?authorId=57199506769
https://www-1scopus-1com-14ar46z7q0039.erproxy.cvtisr.sk/authid/detail.uri?authorId=57199506769
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Functioning of the European Union states that in order to strengthen economic, social 
and territorial cohesion, it is necessary to focus on reducing disparities between the 
levels of development of the regions and the backwardness of disadvantaged regions.24 
By acceding to this document, Member States have also indirectly committed 
themselves to ensuring equality with other Member States of the European Union, both 
in the area of e-government and in the broader performance of public administration 
tasks.25 

 
 3.2. The WiFi4EU Initiative and its Importance for Building European 
Smart Cities 

 
 In today's digital age, influenced by disproportionate technological progress 

and a growing commitment to sustainable development, the European Union is at the 
forefront of initiatives that seek to integrate digital connectivity with environmental 
responsibility. According to Funta and Krásna, in order to be at the forefront of this 
digital revolution, the European Union has committed itself to developing a single 
digital market and promoting the concept of smart cities with the aim of helping to 
improve the quality of life of their inhabitants and the sustainable development of urban 
areas.26 In this area of modern innovation, mobile connectivity, data security and 
technological solutions are key elements that should support this digital development. 
These elements are crucial to achieving one of the main pillars of the EU – the creation 
of a single digital market.27 The concept of “sustainable integration” in the context of 
mobile roaming, WiFi4EU and smart cities within the European Union refers to the 
harmonious and lasting combination of these three elements in a way that promotes 
long-term environmental, economic and social benefits.28 The mobile roaming 
component (sustainable connectivity) involves ensuring that mobile roaming services 
contribute to environmental sustainability by optimising network efficiency, reducing 
the carbon footprint and minimising electronic waste. Economic viability involves 
promoting fair and cost-effective roaming agreements that support the financial 
sustainability of telecoms operators and encourage healthy competition and 
innovation.29 

 
24 Sararu, Catalin-Silviu. “Considerations on the public services in the XXI century.” Juridical Tribune 6, 
no. SI (October 2016):160-166. 
25 European Union. 2016. Treaty on the Functioning of the European Union. Available online: https://eur-
lex.europa.eu/resource.html?uri=cellar:9e8d52e1-2c70-11e6-b497-01aa75ed71a1.0021.01/DOC_3&for 
mat=PDF (accessed on 10 November 2025). 
26 Funta, Rastislav and Denisa Krásna, “Legal limitations and justifications in the training and deployment 
of generative AI models under copyright law.” TalTech Journal of European Studies 15, no.  3 (2025): 43, 
doi:10.2478/bjes-2025-0035. 
27 EU4DIGITAL: EU Digital Strategy. Available online: https://eufordigital.eu/discover-eu/eu-digital-
strategy/ (accessed on 10 November 2025). 
28 Mucha, Boris and Patrícia Brestovanská. “Legislative anchoring and tasks of management of the slovak 
environment protection.” International Multidisciplinary Scientific Geoconference Surveying Geology and 
Mining Ecology Management Sgem 18, no. 5.4 (2018):481–488. 
29 European Commission. Sustainable Connectivity. Available online: https://knowledge4policy.ec.euro 
pa.eu/projects-activities/sustainable-connectivity_en (accessed on 10 November 2025). 
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 According to Noskova and Mucha, the WiFi4EU component (environmental 
aspects) involves implementing WiFi4EU initiatives with a focus on green 
technologies, energy efficiency and responsible resource consumption in order to 
minimise the environmental impact of widespread connectivity. Inclusive access 
involves ensuring that WiFi4EU projects are designed to provide inclusive access to 
digital services, bridge the digital divide and promote social sustainability.30 

 The data-driven component of the smart city concept involves using data 
generated by modern technologies to improve smart city functions, enabling informed 
and efficient decision-making in urban planning and resource management. Citizen 
engagement involves promoting the integration of technologies in a way that actively 
involves citizens, makes them active participants in smart city initiatives, and ensures 
the sustainability of community-led projects. 

 The overall integration (connected sustainable infrastructure) of these 
components will create an interoperable infrastructure enabling the integration of 
mobile roaming and WiFi4EU services into the broader framework of smart city 
initiatives. 

 In our view, 'sustainable integration' emphasises the need for a holistic 
approach that not only takes into account the environmental impact and economic 
viability of these technologies, but also ensures that they contribute positively to social 
well-being and the long-term development goals of the European Union. The aim is to 
create a connected ecosystem that is environmentally responsible, economically viable, 
socially inclusive and technologically advanced.31 The European Union is working to 
ensure high-quality and affordable internet connectivity for its citizens and businesses 
through initiatives such as the WiFi4EU programme. At the same time, however, it must 
address data protection and network security issues in order to achieve a single digital 
market. In this context, roaming, whether within a particular country or from an 
international perspective, is of key importance for the free movement of persons, goods 
and services, and also has significant overlap with the concept of a smart city.32 
Although all of the above initiatives have the potential to contribute to better 
connectivity and quality of life for citizens, this is not without challenges and problems 
related to data protection and network security. We can conclude that data protection 
has become a priority for the European Union, especially after the entry into force of 
Regulation (EU) 2016/679 of the European Parliament and of the Council (EU) 
2016/679 of 27 April 2016 on the protection of natural persons with regard to the 

 
30 Noskova Milena and Mucha Boris. “Selected Issues of Slovak Business Environment.” 24th 
International Scientific Conference on Economic and Social Development - Managerial Issues in Modern 
Business 2017, Economic and Social Development (ESD), pp.254-259, https://www.esd-conference.com/ 
upload/book_of_proceedings/Book_of_Proceedings_esdWarsaw_2017_Online.pdf. 
31 OECD. Sustainable Connectivity—Closing the Gender Gap in Infrastructure. Available online: https:// 
www.oecd-ilibrary.org/environment/sustainable-connectivity_6350ba66-en (accessed on 10 November 
2025). 
32 Gupta, Shrist, Syed Ziaul Mustafa and Harish Kumar. “Smart People of Smart Cities A Behavioural 
Framework for Personality and Roles”. In Arpan Kumar Kar, M P Gupta, P. Vigneswara Ilavarasan, 
Yogesh K. Dwivedi (eds.), Advances in Smart Cities—Smarter People, Governance and Solutions, Taylor 
& Francis: London, UK, (2017): 23–30, https://doi.org/10.1201/9781315156040. 
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processing of personal data and on the free movement of such data, and repealing 
Directive 95/46/EC (General Data Protection Regulation).33 Modern Wi-Fi networks in 
smart cities already use AI to detect cyber attacks, optimise transmission routes and 
prioritise critical communications in order to prevent personal data leaks. However, this 
also requires stricter oversight of how systems handle citizens' personal data. 

 According to Maican, in the area of the internal market, the European Union is 
striving to create a single market for products and services throughout its territory.34 
The digital single market is striving to achieve a similar goal of removing regulatory 
barriers and improving the standard of living of citizens and businesses. Regulatory 
barriers are any obstacles that would prevent the use of digital and online technologies. 
The single digital market covers a wide range of areas, from digital marketing to e-
commerce. According to some authors, smaller businesses and residents of the 
European Union benefit in particular from being able to cross national borders very 
quickly and at very low cost, use roaming services without charges, use WiFi4EU and 
thus contribute to the development of smart cities.35 Nowadays, it no longer matters 
where a business is based, because in a digitalised Europe, anyone can cross national 
borders in a matter of minutes, without any additional bureaucratic burden and without 
high additional costs. The aim of the digital single market is precisely to enable 100% 
use of modern technologies. This freedom is expected to contribute more than €400 
billion per year to the European economy and should create new jobs throughout the 
European Union. The basis for creating new jobs in the Union is the use of modern 
technologies that will enable entrepreneurs to expand into other countries, where this 
will create more jobs. Sararu expresses the view that this is a corporate area, but that 
the digital single market brings many advantages in general. It will facilitate access to 
information and culture, create new jobs and, last but not least, strive to create modern 
public administration.36 In the early days of the digital single market, there were only 
general statements with promises, which were presented as a digital single market 
strategy. Currently, 35 promises from this strategy have already been fulfilled and 
others are being fulfilled. This strategy will change over time as the field of information 
technology is subject to constant change. Of all the promises that have been fulfilled, 
according to Ene, the most significant are: the abolition of roaming charges, online 
platforms (protection on these platforms and the elimination of unfair competition), the 
WiFi4EU initiative, the concept of smart cities and the portability of online content.37 

 
33 European Parliament and of the Council. 2016. Regulation (EU) 2016/679 of the European Parliament 
and of the Council of 27 April 2016 on the Protection of Natural Persons with Regard to the Processing of 
Personal Data and on the Free Movement of Such Data, and Repealing Directive 95/46/EC (General Data 
Protection Regulation). Available online: https://eur-lex.europa.eu/eli/reg/2016/679/oj (accessed on 10 
November 2025). 
34 Maican, Ovidiu Horia. “Treaty of Lisbon — An European Constitution?” Perspectives of Law and Public 
Administration 12, no. 3 (2023): 469–480 
35 Eremia, Mircea, Lucian Toma and Mihai Sanduleac. “The Smart City Concept in the 21st Century”. 
Procedia Engineering 181, (2017):12–19, doi:10.1016/j.proeng.2017.02.357. 
36 Săraru, Catalin Silviu. “Regulation of Public Services in the Administrative Code of Romania: 
Challenges and Limitations.” Access to Justice in Eastern Europe 6, no. 1 (2023): 69–83, doi: 10.33327/ 
AJEE-18-6.1-a000110. 
37 Ene, Charlotte. “The cross-border conversion — A possible solution for the mobility of companies in 
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 The general legal framework for roaming without charges consists of six basic 
legal acts. As stated by Fedushko et al., these six basic regulations are Regulation (EU) 
2022/612 of the European Parliament and of the Council (EU) 2022/612 of 6 April 2022 
on roaming on public mobile communications networks within the Union, Regulation 
(EU) 2015/2120 of the European Parliament and of the Council, Commission 
Implementing Regulation (EU) 2016/2286, Regulation (EU) 2018/1971 of the 
European Parliament and of the Council, Regulation (EU) 2017/920 of the European 
Parliament and of the Council, and Regulation (EU) 531/2012 of the European 
Parliament and of the Council.38 

 European Union residents were probably most affected by the first and second 
regulations mentioned above, which ensured roaming without any charges, as stated in 
Article 6a of Regulation 2015/2120: ‘With effect from 15 June 2017, provided that the 
legislative act to be adopted on the basis of the proposal referred to in Article 19(2) is 
applicable on that date, and subject to Articles 6b and 6c, roaming providers shall not 
levy any surcharge on the domestic retail price to roaming customers in any Member 
State.” From 17 June 2017, roaming charges no longer apply. The regulation in question 
is followed by new legislation, Regulation 2022/612, which is lex specialis to the 
general regulation 2015/2120 (lex generalis). Article 4 of the new regulation stipulates 
the following: "Roaming providers shall not levy any surcharge on roaming customers 
in any Member State in excess of the domestic retail price for any regulated roaming 
calls made or received, no regulated roaming SMS messages sent, or any use of 
regulated data roaming services, nor shall they levy any general charge for the use of 
terminal equipment or services abroad."39 Since 2017, there has been no price cap on 
mobile voice calls. This means that between 2017 and 2023, there were no charges for 
calls received within the European Union, and telephone operators could not charge any 
fees for calls received within the EU. The price cap of EUR 0 in accordance with 
European Union regulations will continue in the future. 

 There is a fair use policy, but according to Wallner et al., this is not a restriction 
for normal users.40 For normal consumers, this means that if they pay for a certain 
package of minutes, text messages and data in their home country, all calls, text 
messages and internet access with data searches made while travelling abroad within 
the EU will be deducted from this volume as if you were at home, i.e. at no additional 
cost. In practice, this means higher costs for the operator, as it has to pay the operator 
abroad for the use of its networks. Some users mistakenly believe that the only effect 
of abolishing roaming will be an increase in the prices of flat-rate plans. This is logical, 
as the operator will incur costs, which will be reflected in the prices paid by consumers. 

 
the European Union. Perspectives of Law and Public Administration 9, no. 1 (2020):54–57.  
38 Fedushko, Solomiia, Tomas Peracek, Yuriy Syerov and Olha Trach. “Development of methods for the 
strategic management of web projects.” Sustainability 12, no. 2 (2020): 742, doi:10.3390/su13020742 
39 Navío-Marco, Julio, Adria Arévalo-Aguirre and Pérez-Leal, Raquel. “WiFi4EU: Techno-economic 
analysis of a key European Commission initiative for public connectivity.” Telecommunications Policy 43, 
no. 6 (2019): pp. 520–530, doi: 10.1016/j.telpol.2018.12.008. 
40 Martin Wallner and Peráček, Tomáš. “Predictors of average wait time at an intersection using artificial 
neural network.” International Journal for Quality Research 17, no. 3 (2023):866-890, doi: 10.24874/ 
IJQR17.03-15. 
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However, European legislators have also considered this. Since 2007, it has been 
working to reduce roaming and flat-rate charges for consumers in individual countries. 
Thanks to these efforts, it has achieved what we use every day today. 

 This claim is supported by the fact that, in the long term (despite inflation and 
other macroeconomic factors), the price per GB of mobile data in the European Union 
is falling year on year. This approach exists thanks to the European Commission's 
efforts to introduce flat rates in individual countries. Although at this stage we cannot 
talk about harmonisation of flat rates, because the price per GB of data varies between 
individual European Union countries. However, there has been a long-term decline and 
it is possible that harmonisation will occur at European Union level in the future, 
meaning that all national flat rates will be the same. Of course, this must be preceded 
by an extensive analysis of the market and whether such a measure by the European 
Union would unduly interfere with the freedom of enterprise as one of the fundamental 
freedoms in the Union.41 

 It is clear that the European Union was already protecting its citizens before the 
adoption of the regulation, which essentially guaranteed us free roaming. Even more 
interesting in this regulation is Article 16, which provides us with a body that oversees 
compliance with these regulations. This regulation delegates control to national 
regulatory authorities. This approach has been retained even after the amendment of 
this regulation by Regulation 2015/2120 and also after the latest amendment by 
Regulation 2022/612, except that national regulatory authorities are now required to 
publish reports on the monitoring of the situation in their territory and must also forward 
all findings to BEREC and the Commission. As regards sanctions, the European Union 
leaves these to the individual Member States. These penalties must be effective, 
proportionate and dissuasive. Article 21 of Regulation 2022/612 is entitled ‘Review’ 
and stipulates that, after consulting BEREC, the Commission shall submit two reports 
to the European Parliament and the Council, followed, if necessary, by a legislative 
proposal to amend the Regulation.42 

 The European Commission therefore anticipates that modern technologies will 
evolve and that these regulations will need to be amended and adapted. Looking at the 
matter de lege ferenda, we can imagine that, as a result of pressure from operators, for 
example abroad, where WiFi4EU connectivity is available, roaming without charges 
would not be available because consumers have a more efficient and cheaper 
connectivity option. The aim would be to support the business of smaller 
telecommunications operators and, at the same time, encourage the population to use 
European Union services in places where they are available and where the use of these 

 
41  Vojtech, Frantisek, Srebalova Mária, Pekar Bernard, Mikusova-Merickova, Beáta and Horvat Matej. 
“Restriction on the re-export of medicinal products and the supervision of compliance with it by public 
administration bodies. European Pharmaceutical Journal 65, no. 1 (2018):24–30. doi:10.1515/afpuc-20 
17-0009 
42 BEREC: Public Consultation on the Draft BEREC Guidelines on Regulation (EU) 2022/612 and 
Commission Implementing Regulation (EU) 2016/2286 (Retail Roaming Guidelines). Available online: 
https://www.berec.europa.eu/en/public-consultations/closed-public-consultations-and-calls-for-inputs/pu 
blic-consultation-on-the-draft-berec-guidelines-on-regulation-eu-2022612-and-commission-implementin 
g-regulation-eu-20162286-retail-roaming-guidelines (accessed on 10 November 2025). 
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services is more efficient.43 

 In recent years, the European Union has undergone a transformational change 
in its approach to mobile communication services, notably through the implementation 
of the 'Roam Like at Home' initiative. This policy, which allows citizens to use their 
mobile phones in EU Member States without additional roaming charges, is a 
significant step towards promoting sustainable connectivity in the region and has a 
number of key impacts.  

 Environmental impact: Among other things, the “Roam Like at Home” 
initiative has freed European travellers from the burden of excessive roaming charges. 
It has also contributed to environmental sustainability. By encouraging the use of 
domestic mobile network providers abroad, this policy potentially leads to a reduction 
in the energy consumption associated with international roaming, as mobile devices 
connect to networks with lower latency and energy requirements. The reduction in 
energy consumption will be achieved by using closer, well-served networks.44 

 In practice, the emphasis on using home networks translates into reduced 
dependence on distant and energy-intensive infrastructure, leading to more sustainable 
use of resources. Lower energy consumption is particularly noteworthy as it addresses 
concerns about the environmental impact of global connectivity. The Roam Like at 
Home initiative therefore not only serves as an advocate for financial fairness for 
travellers, but is also in line with current efforts to minimise the environmental footprint 
associated with international mobile communications. 

 Promoting digital inclusion: Inclusion is a key aspect of sustainable 
development, and the abolition of roaming charges is consistent with this principle by 
ensuring that citizens can stay connected seamlessly regardless of their location within 
the European Union. This inclusion is essential for bridging the digital divide, as 
individuals from different socioeconomic backgrounds now have access to digital 
services and information without facing financial barriers,45 thereby contributing to 
social sustainability. 

 Economic aspects: The economic sustainability of the 'Roam Like at Home' 
initiative is twofold. On the one hand, it promotes economic growth by facilitating 
cross-border business communication without roaming charges. On the other hand, it 
promotes tourism and the travel industry by allowing visitors to stay connected without 
fear of high charges. This encourages cross-border travel and economic activity.46 

 Reducing electronic waste: Another aspect of sustainability is the reduction of 
electronic waste. The abolition of roaming charges encourages consumers to keep and 
use their existing mobile devices in different EU countries. This mitigates the 

 
43 Peracek, Tomáš. “The perspectives of European society and the European cooperative as a form of 
entrepreneurship in the context of the impact of European economic policy”, Online Journal Modelling the 
New Europe 34, (2020):38–56. doi:10.24193/OJMNE.2020.34.02                          
44 Martin Wallner. “Data management in industrial companies: the case of Austria.” International Journal 
for Quality Research 17, no. 3 (2023):847-866, doi: 10.24874/IJQR17.03-14. 
45 Peráček, Tomáš. “A few remarks on the (im)perfection of the term securities: a theoretical study.” 
Juridical Tribune 11, no. 2 (2021):135-149, doi:10.24818/TBJ/2021/11/2.01. 
46 Khorsand, Phuong Ngoc Nguyen-Hadi. “Home Office — Benefit for Employer or Employee?” Studies 
in Systems Decision and Control 462, (2023): 349–373, doi: 10.1007/978-3-031-25695-0_16. 
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environmental impact associated with the disposal of obsolete devices in particular and 
contributes to a more sustainable approach to consumer technology.47 

 The “Roam Like at Home” initiative in the European Union is proof of the link 
between progressive policies and sustainable connectivity. By abolishing additional 
charges for mobile roaming, the EU is not only improving the digital experience for its 
citizens, but also taking steps towards a greener, more socially inclusive and 
economically prosperous future.48 

 The fair use policy protects operators from abuse of the rules, particularly by 
consumers themselves. The legal basis can be found in Article 5 of Regulation (EU) 
2022/612 of the European Parliament and of the Council. This regulation is followed 
by Commission Implementing Regulation (EU) 2016/2286, which provides more 
detailed information on fair use policy. The aim of these rules is to establish fair control 
mechanisms to prevent customers from abusing them. To ensure that these rules are not 
abused, regulated retail roaming services may be used at valid domestic prices, but only 
for the purposes of regular travel.49 

 Colomo argues that there is no limit to the number of calls and text messages 
that can be made while roaming. Any calls or messages not included in the contract are 
charged at the same rate as would be charged in the home country.50 

 Roaming without additional charges and the concept of the smart city are two 
technological and social innovations that are revolutionising the way we live and work 
in large cities around the world. The combination of these two concepts brings new 
possibilities to our lives that improve our mobility, comfort and quality of life. 

 There is a view that roaming without additional charges is the result of efforts 
by European states and regulatory authorities to harmonise telecommunications 
services and enable citizens to communicate freely in all Member States of the European 
Union without fear of high roaming charges. Since 2017, thanks to this initiative, EU 
residents have been able to make calls, send messages and use data under the same 
conditions as if they were in their home country. This revolution in mobile 
communications has boosted travel, trade and interpersonal relationships not only in 
large cities but also in rural areas.51 

 Dušek argue that roaming without additional charges is even more important in 
 

47 Brestovanská, Patrícia and Boris Mucha. “Strategy of environmental policy of the Slovak republic until 
2030 - An effective tool for combating waste?” International Multidisciplinary Scientific Geoconference 
Surveying Geology and Mining Ecology Management Sgem, 2019, 19(5.4):541–548; Srebalová, Mária and 
Boris Mucha. “Nuclear Waste Potential and Circular Economy: Case of Selected European Country.” 
Studies in Systems Decision and Control 462, (2023): 271–292, doi: 10.1007/978-3-031-25695-0_13. 
48 Lacuška, Martin. “Trends in Global Telecommunication Fraud and Its Impact on Business.” Studies in 
Systems Decision and Control 330, (2020):459–448, doi:10.1007/978-3-030-62151-3_12. 
49 Infante, Jorge and Vallejo, Ivan. “Regulation of International Roaming in the European Union—Lessons 
Learned”. Telecommunication Policy 36, no. 9 (2012):736–748. 
50 Colomo, Pablo Ibanez. “Future-Proof Regulation against the Test of Time: The Evolution of European 
Telecommunications Regulation.” Oxford Journal of Legal Studies 42, no. 4 (2022):1170–1194, doi: 
10.1093/ojls/gqac016. 
51 Cini, Michelle and Patryk Czulno. “Digital Single Market and the EU Competition Regime: An 
Explanation of Policy Change.” Journal of European Integration 44, no. 1 (2022):41–57, doi: 
10.1080/07036337.2021.2011260. 
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the context of the smart city concept, as it provides citizens and visitors with access to 
smart solutions and real-time information. Tourists can easily obtain information about 
local attractions, public transport, cultural events and even healthcare services, which 
contributes to a comfortable and hassle-free exploration of the city. For residents of a 
smart city, roaming without additional charges is becoming an important tool for quick 
communication and access to important information in their daily lives.52 

 The smart city concept seeks to use technology and data to improve the lives of 
residents in large cities. City authorities, together with technology companies, are 
implementing various smart systems and applications to ensure the efficient 
management of transport, security, public services, energy and the environment. Within 
the smart city concept, technology is becoming part of everyday life. Smart lighting 
tracks people's movements and adapts to the city's needs, saving energy. Transport 
systems inform drivers about traffic conditions and guide them to the optimal route, 
reducing traffic congestion and emissions. Connected devices and sensors enable rapid 
response by emergency services. Mobile apps are available to residents for monitoring 
air quality, voting on city decisions and communicating with city authorities.53 

 These technological innovations are even more powerful when combined with 
roaming at no additional cost. Everyone can use smart solutions in real time without 
worrying about high data costs. Quick access to information about transport, healthcare, 
culture and all aspects of city life enables better navigation in the city and contributes 
to a better quality of life.54 

 Roaming without additional charges and smart cities are two concepts that 
together are changing the way we live in cities. Roaming enables easy and affordable 
communication within the EU, while smart cities provide smart solutions and services 
that improve the quality of life of citizens and contribute to the sustainability and 
efficiency of cities. The combination of these two concepts is creating a new era of 
mobility and urban life, enabling people to live in cities with greater comfort and 
efficiency, as well as seamless communication.55 

 
 3.3. The Place and Importance of Automated Vehicles in the Development 
of Smart City Infrastructure 

 
 According to Gracias et al., cities are transforming from densely built-up areas 

into complex ecosystems known as smart cities. These connected urban environments 

 
52 Dušek, Jiří. 2024. “The Past, Present, and Future of Cross-Border Cooperation between Municipalities 
in the South Bohemian Region: A Case Study.” Administrative Sciences 14, no. 7: 134. https://doi. 
org/10.3390/admsci14070134. 
53  Kavan, Stepan and Dušek, Jiri. “Violation of electronic communication systems security as a potential 
crisis 2022.”  11th Mediterranean Conference on Embedded Computing Meco 2022, doi: 10.1109/MECO 
55406.2022.9797183. 
54 Hajduová, Zuzana, Coroničová Hurajová, Jana and Michaela Bruothová. “Determinants of 
innovativeness of Slovak SMEs.” Problems and Perspectives in Management 19, no 1 (2021):198-208. 
doi:10.21511/ppm.19(1).2021.17.                
55 Brandao, Diego. “The “WiFi4EU” in light of the European Competition regime”. UNIO - EU Law 
Journal 4, no. 2 (2018):128-134.  
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harness the power of data and information technology to optimise infrastructure, 
services and resource management, thereby promoting a more sustainable and liveable 
future.56 In this context, some authors note that integrating autonomous vehicles into 
existing transport networks will require investment and technological innovation. 
Finally, the development of regulatory frameworks is key to addressing liability issues 
in the event of accidents involving autonomous vehicles.57 

 Diaz et al. argue that vehicle automation has its advantages, such as information 
sharing with smart cities, but disadvantages must also be considered, particularly 
liability issues and, last but not least, related cybersecurity issues. As this is a developing 
sector in the transport industry, it can be seen as a challenge not only for IT specialists 
and cybersecurity engineers, but also for the legal sector and legislators, as the level of 
response to cybersecurity issues is in its infancy and many questions remain 
unanswered. People encounter cybersecurity on a daily basis with their devices, such as 
mobile phones, tablets and computers, which are exposed to cyber threats and attacks 
every day. Given the long-term use of such devices, additional risk mitigation measures 
are being introduced to increase security. However, in the case of autonomous vehicles, 
these are still in the early stages of regulation, as evidenced by recent first legislative 
acts regulating this area at various levels. Safety must be seen as the most fundamental 
and important aspect of autonomous vehicles, whether it is safety in traffic itself, 
passenger safety, safety of the surroundings, or cyber security of the vehicle and the 
information that shares with smart cities.58 Artificial intelligence controls most of the 
vehicle's sensory inputs and decisions, and must evaluate traffic situations in a fraction 
of a second. This autonomous process also raises the question, among others, of whether 
the manufacturer of the algorithm, the operator or the vehicle itself is responsible for 
any failure. 

 According to Funta, this is where a conflict of interest between the concept of 
smart cities and the concept of automated vehicles comes into play. The concept of 
smart cities assumes extensive information sharing between different elements. As an 
example, consider a situation in which automated vehicles would share information 
with a specific smart city about their location, speed, vehicle occupancy and destination, 
and the smart city would use an advanced computer to calculate the best route in terms 
of traffic, thus being able to manage traffic and bypass traffic jams, phantom traffic 
jams and ensure smooth traffic flow.59 Smart cities would also be able to adjust traffic 
lights based on data from cars, taking into account the possibility of traffic jams. If a 
smart city receives information from an automated vehicle stuck in a traffic jam, it 

 
56 Gracias, Jose Sanchez, Gregory S. Parnell, Eric Specking, Edward A. Pohl, and Randy Buchanan. “Smart 
Cities—A Structured Literature Review.” Smart Cities 6, no. 4 (2023): 1719-1743. https://doi.org/10.3390/ 
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57 Silva, Nataly Bhangya, Murad Khan, and Kijun Han. “Towards sustainable smart cities: A review of 
trends, architectures, components, and open challenges in smart cities. Sustainable Cities and Society 38, 
(2018): 2210–6715, doi: 10.1016/j.scs.2018.01.053. 
58 Díaz Margarita Martínez and Soriguera, Francesc. “Autonomous vehicles: Theoretical and practical 
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would be able to give that direction a kilometre-long detour to ensure smooth traffic 
flow. In such a connected environment, AI can act as the "central brain" of traffic – 
synchronising traffic lights, predicting congestion and redistributing mobility to 
minimise emissions and travel time. For example, emergency services could also 
operate in this way. A smart city would identify information from the vehicle and adjust 
traffic accordingly. For example, emergency services could have green lights at all 
traffic lights, meaning they would not have to brake at every intersection and worry 
about whether all vehicles would let them through. From a smart city perspective, this 
is an ideal situation, but on the other hand, there is cyber security.60 According to some 
scientific studies, such widely shared information between vehicles, traffic lights and 
other road users poses a high risk to the safety of passengers in individual vehicles. The 
fact that information is exchanged in cyberspace poses the greatest threat in terms of 
hacker attacks. Data obtained in this way can even be misused in transnational organised 
crime.61 

 
 3.3.1. The Difference Between Automated and Autonomous Vehicles 

 
 Automated vehicle technologies enable the transfer of control and decision-

making functions from humans to computers or artificial intelligence. The digitisation 
and automation of vehicle control is transforming road transport in a way that is 
considered a revolution in mobility. If human error is the most common cause of traffic 
accidents, authors may consider automatically computer-controlled driving to be safer. 
As Torok points out, the scientific and design direction has a vision of road transport 
that also has the potential to be more efficient, accessible and environmentally friendly, 
and such digital development directly contributes to economic growth in the European 
Union.62 

 In this context, it is necessary to define the difference between an automated 
vehicle and an autonomous vehicle in the context of European legislation. In common 
practice, these two terms may seem interchangeable, but in fact they are not. An 
automated vehicle can be understood as a motor vehicle, whether a car, truck or bus, 
that has technology available to assist the driver so that elements of the driving task can 
be transferred to a computer system. On the other hand, an autonomous vehicle is a 
fully automated vehicle equipped with technologies capable of performing all driving 
functions without any human intervention. It is also important to specify a connected 
vehicle, which is a vehicle connected to the network or a motor vehicle equipped with 

 
60 Rastislav Funta. “Automated Driving and Data Protection: Some Remarks on Fundamental Rights and 
Privacy.” Krytyka Prawa 13, no. 4 (2021):106–118. 
61 Cristina Elena Popa Tache and Elise Nicoleta Vâlcu, “Artificial Intelligence and Corporate Liability 
Towards a New Legal-Ethical Contract in the Dynamics of Emerging Global Human Rights 
Convergences.” Juridical Tribune Review of Comparative and International Law 15, no. 2(2025):281–305. 
doi: 10.62768/TBJ/2025/15/2/04. 
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Union.” International Review of Applied Sciences and Engineering 15, no. 3 (2024): 375-384, doi: 10.1556/ 
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devices to communicate with other vehicles or infrastructure via the internet.63 

 As further follows from European legislation, in addition to the above 
definition, it is also found in the General Safety Regulation (EU) 2019/2144. The 
Regulation defines an automated vehicle as “a motor vehicle designed and constructed 
to be capable of moving autonomously for a certain period of time without constant 
supervision by a driver, but where driver intervention is always anticipated or required.” 
It defines a fully automated vehicle as “a motor vehicle designed and constructed to be 
capable of moving without driver supervision.” It should be noted that for cybersecurity, 
it will be important to define which vehicles are exposed to potential threats, as well as 
what cybersecurity is and what its subjects and objects are.64 

 Act No. 429/2022 Z., amending and supplementing certain acts in connection 
with the development of automated vehicles, also makes a significant contribution to 
this issue. For the purposes of this Act, the term ‘automated vehicle’ is understood as 
an automated vehicle as defined in the above-mentioned Regulation, as well as ‘any 
other motor vehicle designed and constructed to be capable of moving autonomously 
for a certain period of time without constant driver supervision, but where driver 
intervention is anticipated or required’. On the other hand, a fully automated vehicle is 
again considered by law to be a fully automated vehicle as defined in the Regulation or 
"any other motor vehicle designed and constructed to be capable of autonomous 
movement". However, the main essence of automated vehicles and fully automated 
vehicles is the automated driving system (“ADS”), which the law also defines as “a 
vehicle control system that uses hardware and software to ensure dynamic vehicle 
control on a continuous basis.”65 

 It is also necessary to define in which parts of automated vehicles artificial 
intelligence is found, or rather in which segments of autonomous driving it is actually 
used. Krenn believes that if we focus on the sources from which artificial intelligence 
will draw its inputs in automated vehicles and autonomous driving, we can talk about 
multiple cameras located in different places in the car, radars that emit electromagnetic 
waves and detect their reflection from objects capable of reflecting these waves, lidars, 
or devices with a sensor or group of sensors capable of mapping nearby or distant 
objects and surfaces. Among other things, artificial intelligence also has the ability to 
draw data from GPS or other global positioning systems. Based on the above inputs, he 
believes that artificial intelligence can then perform several types of tasks related to the 
above-mentioned sensors or share this information with smart cities.66 

 
63 European Parliament. Automated Vehicles in the EU. Available online: https://www.europarl.europa. 
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of Vehicle Occupants and Vulnerable Road Users. Available online: https://eur-lex.europa.eu/legal-
content/EN/TXT/HTML/?uri=CELEX:32019R2144 (accessed on 10 November 2025). 
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 3.3.2. Cybersecurity Legislation for Automated Vehicles – NIS Directive 2 

 
 The references cite the official name of Directive 2003/9/EC on security of 

information systems (NIS Directive 2, the number after the name indicates the serial 
number of the directive). In the context of interpretation, this title can be interpreted as 
the Directive on the protection of networks and information systems; it is intended to 
be a response to the application practice and conclusions of the European Commission, 
which points out that the objective of the NIS Directive has not been achieved. The NIS 
Directive was not sufficiently linked to sectoral requirements. The NIS Directive No. 2 
brings a fundamental change in the regulation of automated vehicles, mainly because 
NIS No. 2 will now also apply to the manufacture of motor vehicles and vehicle 
manufacturers themselves, compared to the NIS Directive. The entities covered by NIS 
Directive 2 can be divided into two categories: key players and important players. With 
regard to vehicles, NIS Directive 2 will apply not only to motor vehicle manufacturers 
themselves, but also to manufacturers of electrical and electronic equipment for motor 
vehicles.67 

 As stated in Chapter 4 of the European Commission Regulation, which deals 
with cyber risk management measures and reporting obligations, NIS Directive 2 
obliges Member States to ensure that "the management bodies of key and important 
entities approve the cyber risk management measures taken by those entities to comply 
with Article 21, supervise their implementation and can be held accountable if the 
entities breach that Article". These measures are based on an all-risk approach designed 
to protect networks and information systems and the physical environment of these 
systems from incidents and include at least: 

 a) principles for risk analysis and security of information systems; 
 b) incident management; 

 c) business continuity, such as backup and disaster recovery management and 
crisis management; 
 d) supply chain security, including security aspects relating to the relationship 
between entities and their direct suppliers or service providers; 
 e) security in the acquisition, development and maintenance of network and 
information systems, including vulnerability management and vulnerability disclosure; 
 f) policies and procedures for assessing the effectiveness of cyber risk 
management measures.68 

 Compared to the previous NIS Directive, we have found that the definition of 
"incident" has changed to "an event compromising the availability, authenticity, 
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integrity or confidentiality of stored or transmitted data or the provision or accessibility 
of network and information systems". In addition to the definition of an incident, the 
regulation also recognises a so-called significant incident. To determine which incident 
is considered significant, the following conditions must be met: "(a) it has caused or has 
the potential to cause significant operational disruption to services or financial loss to 
the entity concerned; (b) it has affected or has the potential to affect other natural or 
legal persons by causing them significant material or non-material damage; (c) it has 
caused or has the potential to cause significant pecuniary or non-pecuniary damage, (d) 
it has caused or has the potential to cause significant pecuniary damage to other natural 
or legal persons."69 

 Manufacturers of automated vehicles and fully automated vehicles will also be 
required to report incidents under the NIS 2 Directive. Manufacturers of automated 
vehicles will be considered relevant entities in the sense that they can be classified as a 
type of entity in the manufacturing sector and the motor vehicle manufacturing sub-
sector, semi-trailers and trailers within the meaning of Annex II to NIS 2, and they can 
also be classified as medium-sized and large enterprises, which means that 
manufacturers of automated vehicles will have to implement security measures. 
However, the operation of an automated vehicle cannot be considered a service 
provided by entities in the manufacturing and motor vehicle manufacturing subsectors; 
Therefore, if a cyber threat, such as a cyber attack, were to target an automated control 
system or other vehicle system, the manufacturer of that vehicle would not be required 
to report such an incident to the National Information Security Authority ( ) under the 
NIS 2 Directive. However, the authors anticipate that in the long term, the directive will 
be amended to require such manufacturers to share such information. As this is one of 
the first legislative steps in the field of automated vehicles, it does not anticipate cyber 
threats associated with smart cities at all, and therefore the authors expect that any 
amendment to the regulation will also include sections on the cyber security of smart 
cities and data sharing between smart cities and vehicles.70 On the other hand, however, 
it should be noted that the directive responds to the current needs of society and, since 
most vehicles are not autonomous at present, it has not yet been necessary to address 
and regulate the security of data shared between smart cities and autonomous vehicles. 
However, AI systems pose a potential risk if they are compromised, or training data is 
manipulated. For this reason, European legislation is moving towards the introduction 
of mandatory robustness and explainability tests and continuous monitoring of 
algorithms. 

 
 
 

 
69 European Commission. Directive on Measures for a High Common Level of Cybersecurity across the 
Union (NIS2 Directive). Available online: https://digital-strategy.ec.europa.eu/en/policies/nis2-directive 
(accessed on 10 November 2025). 
70 Ibrar Yaqoob; Latif U. Khan; S. M. Ahsan Kazmi; Muhammad Imran; Nadra Guizani; Choong Seon 
Hong. “Autonomous Driving Cars in Smart Cities: Recent Advances, Requirements, and Challenges”. 
IEEE Network 34, no. 1 (2020):174–181, doi:10.1109/MNET.2019.1900120. 
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4. Conclusion 
 

 In conclusion, we would like to briefly summarise the findings and results 
presented mainly in the third chapter.  

 This overview scientific study brings several advantages and side effects to the 
current state of knowledge on the issue of smart cities and also contributes significantly 
to understanding how individual components integrate and together create smart cities. 
In our opinion, we have succeeded in integrating knowledge from many sources and 
have carried out a methodological analysis of the existing literature. These results can 
be used as a springboard for further research and education in the field of smart city 
development.  

 Social and economic aspects: Further research should focus on the social and 
economic implications of integrating Industry 4.0 and automated vehicles into smart 
cities. This includes analysing the impact on the labour market, social inclusion, equal 
opportunities and improving the quality of life of citizens. 

 Ethical and legal issues: It is also important to explore the ethical and legal 
issues related to the use of automated vehicles and Industry 4.0 technologies in urban 
environments. This includes issues related to privacy, safety, liability and regulation of 
these technologies. 

 Policy and regulatory innovation: Further research should also focus on policy 
and regulatory innovation that supports the integration of Industry 4.0 and automated 
vehicles in smart cities. This includes the creation of supportive legislative frameworks, 
policies and initiatives that promote technological innovation and sustainable 
development in urban environments. 

 Comprehensive impact assessment: Further research should include a 
comprehensive assessment of the impact of integrating Industry 4.0 and automated 
vehicles into smart cities on various aspects of urban life. This includes assessing the 
environmental, social, economic and technological consequences of this integration. 

 The scientific study provides important findings with significant implications 
for the development of technology integration in cities, as it highlights the very strong 
transformative potential of integrating Industry 4.0 technologies and automated vehicles 
into smart city infrastructure. This transformative potential stems from the synergistic 
interactions between Industry 4.0 technologies, which are characterised by advanced 
automation, data exchange and artificial intelligence, and the deployment of automated 
vehicles within the smart city environment. The integration of Industry 4.0 technologies 
and automated vehicles promises to revolutionise the urban landscape by redefining 
traditional concepts of mobility, efficiency and sustainability. Thanks to the advanced 
integration of smart technologies, urban infrastructure is becoming more responsive, 
adaptive and efficient, enabling better use of resources and optimised service delivery. 
Automated vehicles equipped with advanced sensors, connectivity and autonomous 
capabilities are playing a key role in transforming transport systems, offering safer, 
more efficient and environmentally sustainable mobility solutions.  Furthermore, by 
leveraging the power of real-time data analytics, predictive modelling and AI-driven 
algorithms, the integration of Industry 4.0 technologies and automated vehicles enables 
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the dynamic optimisation of urban operations, from traffic management to energy 
distribution. This optimisation not only increases operational efficiency, but also 
promotes a more sustainable urban ecosystem by minimising energy consumption, 
reducing traffic congestion and mitigating environmental impact. 

 Artificial intelligence will play a decisive role in the future in the management 
and operation of smart cities and automated vehicles. However, it is essential that 
technological progress is accompanied by legal safeguards to protect fundamental 
rights, prevent algorithmic bias and protect the digital sovereignty of citizens. 

This theoretical research does not focus solely on theoretical analysis of the 
issues under investigation, but also offers practical implications for urban policymakers, 
planners and practitioners. It is important to note that it is precisely these practical 
examples that enable city authorities to adapt their cities today, as the investments they 
make today can be capitalised on in the future in the form of much higher investments 
and related positive factors, such as a decline in unemployment, growth in city 
performance, etc. In conclusion, we emphasise the need to continue research in this 
area, as the issue of smart cities is extremely dynamic in all areas. 
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