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Abstract

The article analyzes the increasing recognition of a "right to encryption” within the
Jurisprudence of the European Court of Human Rights (ECtHR) and the Court of Justice of the
European Union (CJEU). The ECtHR and the CJEU have important roles in shaping the
European legal landscape regarding encryption, particularly in light of human rights protection,
including the rights to privacy and data protection. The special attention in the paper is devoted
to significant rulings, notably the ECtHR's landmark decision in Podchasov v. Russia (2024)
and the CJEU's case law on data retention. Both courts uphold strict standards of necessity and
proportionality when it comes to government interference with digital communications. This
eliminates calls for "backdoors" or the weakening of cryptographic encryption. The scope of the
paper is to clarify whether this judicial approach transforms the technical capabilities of an
"unbreakable code" into a practical legal foundation for individual autonomy against state
intrusion, reinforcing "digital resistance" within the European legal framework.
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1. Introduction

The utilization of digital technologies has become essential in multiple facets
of daily life, impacting both professional and personal dimensions of existence.® The
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Internet, as the foundation of the digital revolution, along with platforms such as
Telegram, Signal, and WhatsApp, persistently transforms the interactions among social
actors. Recent technological advancements provide the possibility of ensuring data
privacy, leading platforms to implement end-to-end encryption for user protection.*
Unfortunately, the confidentiality of these platforms can be compromised to facilitate
extensive spam, harassment, the dissemination of false information, the distribution of
child abuse material, and extremist propaganda. Therefore, it seems that the platform's
implementation of encryption protects user privacy, simultaneously hindering law
enforcement efforts to combat criminal or terrorist threats that pose a risk to public
safety.” This gives rise to significant concerns over the appropriate balance between
privacy and security.

In light of the above considerations, the paper will contribute to the ongoing
discussion on whether the "right to encryption" exists in the jurisprudence of the
European Court of Human Rights (ECtHR) and the Court of Justice of the European
Union (CJEU) under the umbrella of the right to privacy.® The first section will consider
encryption as a human rights issue. The following part will analyze the relevant
jurisprudence of the ECtHR, while special attention will be devoted to the ECtHR's
landmark decision in Podchasov v. Russia. In addition, the subject of the research will
refer to the CJEU's case law on the "right to encryption" from the perspective of data
retention standards, as well as the "EncroChat" Case. Furthermore, the authors will
address the basic postulates of the right to encryption established by the ECtHR and
CJEU, identifying similarities and differences. The scope of the paper is to clarify
whether ECtHR and CJEU approaches to "right to encryption" transform the technical
capabilities of an "unbreakable code" into a practical legal foundation for individual
autonomy against state intrusion, reinforcing "digital resistance" within the European
legal framework, or leave the call for "backdoors".

2. Encryption as a Human Rights Issue
Encryption is a cryptographic procedure that protects communications from

unauthorized access. It refers to the mathematical process of modifying information
between plaintext and ciphertext to ensure that it is only readable by the intended
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recipient or recipients.’” There are two categories of encryption: symmetric and
asymmetric.

Symmetric encryption, with a single key, is efficient as well as widely used.
Since there is a single key, for the encrypted data to be decoded, it is necessary that the
individual accessing the data, namely the sender and recipient in the case of encrypted
communication, is aware in advance which key was used.® Asymmetric encryption
utilizes a pair of keys, one designated for encryption and the other for decryption. The
first key is public and available to anyone, whereas the second key is private and
restricted to authenticated recipients.” Asymmetric encryption is important for securing
traffic on the Internet and electronic communication. Asymmetric encryption
encompasses a broad category that includes end-to-end encryption (E2EE), which is
essential to the discourse over the status of encryption as a human right. End-to-end
encryption is a method of encrypting data exchanged between devices, ensuring that
only the sender and the recipient can access the message's contents. This approach
encrypts communications before transmission and decrypts them upon delivery,
ensuring the security of both the messages and their contained contents. The encrypted
data can solely be accessed by the two parties, the sender and the receiver, while no
other entities have access to the encrypted message.'® Due to the fact that this encryption
technique is commonly used in various programs that are visited daily, the average
individual may be familiar with it. E2EE is used by messaging applications like
WhatsApp, Telegram, and Signal to ensure the anonymity of user communications.''

From the human rights perspective, it is increasingly recognized that encryption
is essential for creating a transparent and reliable online environment. There has long
been a debate concerning the connection between encryption and fundamental rights.'?
Due to its significance in maintaining the modern information society, encryption is
considered a vital tool for protecting personal data, freedom of expression, and privacy.
The UN Resolution “The right to privacy in the digital age*, adopted by the General
Assembly on 16 December 2020, emphasizes the significance of safeguarding the
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radova Pravnog fakulteta Novi Sad, 54, no. 3, (2020): 1082. https://doi.org/10.5937/zrpfns54-26929.

% Stohrer, Christian, and Lugrin, Thomas. “Asymmetric encryption. Trends in Data Protection and
Encryption Technologies”, In Mulder, Valentin; Mermoud, Alain; Lenders, Vincent; Tellenbach, Bernhard
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1007/978-3-031-33386-6_3.
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privacy of digital communications in order to protect the right to privacy, freedom of
association, and freedom of expression.'® This is achieved through the implementation
of measures such as encryption and anonymity."*

European Convention on Human Rights (ECHR) and Charter of Fundamental
Rights of the European Union (CFREU) define the legal framework that prohibits any
person, business entity, or governmental institution from accessing personal
information about an individual unless expressly permitted by law."”” Encryption
deprives individuals of an essential instrument to protect the confidentiality of
communications, which is a crucial component of privacy that has been recognized for
a long time. As a result, encryption is a rational extension of the right to privacy in the
digital era. In order to guarantee the safety of individuals, it is necessary to establish a
secure privacy zone, which is primarily enabled in a digital environment by
encryption.'®

The link between freedom of expression and encryption should be considered
through the lens of the fact that only individuals having unhindered and secure
communication can appropriately share their opinions. Therefore, the right to freedom
of expression is contingent upon the right to confidential communication. The UN
Special Rapporteurs on the promotion and protection of the right to freedom of opinion
and expression have persistently and clearly promoted the protection and advancement
of encryption as a vital instrument for human rights in the digital era, especially
concerning the rights to freedom of opinion, expression, and privacy.'’

On the other hand, numerous governments and law enforcement agencies
advocate for the implementation of "exceptional access" mechanisms or "backdoors"
in encrypted communications and devices. These are essentially vulnerabilities that are

13 United Nations, General Assembly, The Right to Privacy in the Digital Age, UN Doc. A/RES/75/176,
adopted December 16, 2020.

4 Ibid. “Emphasizing that, in the digital age, technical solutions to secure and to protect the confidentiality
of digital communications, including measures for encryption, pseudonymization and anonymity, are
important to ensure the enjoyment of human rights, in particular the rights to privacy, to freedom of opinion
and expression and to freedom of peaceful assembly and association, and recognizing that States should
refrain from employing unlawful or arbitrary surveillance techniques, which may include forms of
hacking”.

15 Council of Europe. Convention for the Protection of Human Rights and Fundamental Freedoms, Nov. 4,
1950, Europ.T.S. No. 5, 213.; European Union. Charter of Fundamental Rights of the European Union.
2010 O.J. (C83) 389.

16 See: Van Daalen, O. L. “The right to encryption: Privacy as preventing unlawful access”. Computer Law
& Security Review, 49, (2023): 105804. https://doi.org/10.1016/j.clsr.2023.105804.

17 The most thorough and direct reports from a UN Special Rapporteur about encryption and freedom of
expression are authored by David Kaye. His reports continue to exert significant influence and are
frequently cited in contemporary conversations. 2015 Report (A/HRC/29/32): "Encryption, Anonymity,
and the Human Rights Framework." This is regarded as the foundational report on the subject. Kaye
contended that encryption and anonymity are vital for the freedom of opinion and speech, asserting that
governments should foster rather than restrict their implementation. He unequivocally cautioned against
"backdoors" and other strategies that undermine encryption. The 2018 Follow-up Report reaffirmed his
previous conclusions, emphasizing the escalating risks to encryption and the necessity for States and
enterprises to adhere to human rights norms. Schulz, Wolfgang, and Hoboken, Joris Van. Human rights
and encryption. UNESCO Publishing, 2016. 11.
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incorporated into encryption systems to enable authorities to disable the encryption in
order to enable criminal investigation.'® In light of these facts, a primary challenge for
international courts is to reconcile security and privacy in the digital realm via the
implementation of the "right to encryption".

3. "Right to Encryption" in the Jurisprudence of the ECtHR

The ECHR does not include any provision that explicitly refers to a "right to
encryption." However, through interpretation of Article 8 (right to private and family
life) and Article 10 (freedom of expression), ECtHR has increasingly recognized
encryption as a crucial element of the right to privacy and freedom of expression in the
digital domain. Even though encryption was not the primary focus of ECtHR
jurisprudence until the recent Podchasov case, the ECtHR decisions regarding
surveillance, data retention, and communication confidentiality establish the essential
legal basis with significant implications for this issue.

The ECtHR's judgment in Roman Zakharov v. Russia is a foundational ruling
that, despite not directly addressing encryption, established key principles against
indiscriminate mass surveillance that directly support the ECtHR's subsequent position
on encryption.'” The case involved a journalist who submitted the application regarding
Russian legislation that allowed for the extensive interception of mobile telephone
communications, contending that it lacked sufficient safeguards. The ECtHR found a
violation of Article 8 ECHR, stating that the Russian system failed to provide effective
legal and practical guarantees against arbitrariness and abuse. The ECtHR specifically
emphasized the broad discretion granted to authorities, the absence of independent
judicial oversight, and the lack of notification to individuals whose communications
might be intercepted.?’ The standards developed in the Zakharov case, which mandate
robust safeguards against "general and indiscriminate" access to communications, are
fundamentally linked to encryption. This judgment establishes the stringent "quality of
law" and "necessity in a democratic society” requirement for any surveillance measure,
rendering it nearly impossible for governments to justify policies that weaken
encryption or mandate backdoors.

Furthermore, Big Brother Watch and Others v. the United Kingdom is a very
significant ECtHR decision that has implications for encryption and digital privacy.*'
The ECtHR found violations of Article 8 and Article 10 in the UK's bulk interception

18 See: Abelson, Harold, Anderson, Ross, Bellovin, M. Steven, Benaloh, Josh, Blaze, Matt, Diffie,
Whitfield, Gilmore, John, Green, Matthew, Landau, Susan, Neumann, G. Peter, Rivest, L. Ronald, Schiller,
L. Jeffrey, Schneier, Bruce, Specter, A. Michael, Weitzner, J. Daniel. “Keys under doormats: mandating
insecurity by requiring government access to all data and communications”, Journal of Cybersecurity, 1,
no. 1, (2015): 69-79, https://doi.org/10.1093/cybsec/tyv009.

Y9 ECtHR, Roman Zakharov v. Russia, Application no. 47143/06, judgment (Grand Chamber) of December
4,2015.

20 Woods, Lorna. “Zakharov v. Russia (Eur. Ct. HR).” International Legal Materials 55, no. 2 (2016): 207-
266.

2l ECtHR, Big Brother Watch and Others v. the United Kingdom, Applications nos. 58170/13, 62322/14
and 24960/15, judgment (Grand Chamber) of May 25, 2021.
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and communications data acquisition regimes, primarily as a result of a serious lack of
adequate "end-to-end safeguards." The system was unable to provide adequate
independent authorization, appropriate oversight, and clear parameters for the
collection, examination, and retention of vast amounts of digital data belonging to
individuals. The ECtHR underscored that bulk interception of communications is not
inherently illegitimate; however, it necessitates extremely robust, detailed, and
independently supervised safeguards at every stage in order to be "necessary in a
democratic society" and proportionate to its objective.?* This is inextricably linked to
encryption, as any government measure that mandates "backdoors" or the weakening
of encryption would generate the same systemic vulnerability and potential for
indiscriminate mass surveillance that Big Brother Watch condemned. Consequently, it
is highly doubtful that such policies would meet the rigorous necessity and
proportionality tests established by the ECtHR for interference with fundamental
human rights.

The landmark ECtHR case Podchasov v. Russia highlights human rights issues
with government requests for encryption access.” The case involved Russia's statutory
requirements that Telegram, an online messaging platform, automatically store all
communications data for a year and all communications contents for six months. The
platform was also required to submit the data, encryption keys, and any other
information required to decrypt communication data to law enforcement or security
services.

The applicant uses Telegram Messenger, a messaging program that offers a
custom-built server-client encryption method by default. By turning on the "secret chat"
function, users can convert to end-to-end encryption. According to Russian law,
Telegram was required to keep all user communication data for a year and all message
contents for six months starting in 2017. Under Section the "Information Act", the
Federal Security Service (FSB) ordered Telegram to provide all technical information,
including the encryption key, that would make it easier to decrypt communications for
six users who are being investigated for possible terrorist activity. Telegram declined to
comply with the disclosure order, stating that it would be technically impossible to
reveal the required information without opening a backdoor that may jeopardize the
encryption for all users since the users under investigation have activated end-to-end
encryption. As a result, the company was fined, and Telegram was later blocked in
Russia. Despite not being specifically targeted, the applicant challenged the disclosure
order. The applicant claimed that his right to privacy and the right to the privacy of
communications under Article 8 ECHR were violated by giving encryption keys to law
enforcement as required by the legislation. This was founded on the idea that, had the
disclosure order been carried out, the FSB would have been able to access all users'
messages technically without the necessary court approval required by Russian law.**

22 Zalnieriute, Monika. “Big brother watch and others v. the United Kingdom”. American Journal of
International Law, 116, no. 3, (2022): 586.

23 BCtHR, Podchasov v. Russia, Application no. 33696/19, judgment of May 13, 2024.

24 Ali, Antonino. “Human Rights Implications of Encryption Backdoors.” De Cifiis Koine, no. 3, (2024):
59-71.
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The ECtHR's reasoning in Podchasov was guided by a diverse group of
international instruments and principles. The ECtHR consulted the reports of the UN
High Commissioner for Human Rights®, the Council of Europe's recommendation and
resolution®®, CJEU rulings®’, and the joint opinions of Europol and the European Union
Agency for Cybersecurity®®. This broad consensus serves to underscore the notion that
cryptography is not merely a technical instrument, but rather a critical safeguard of
fundamental rights, such as privacy and freedom of expression, in the digital era. These
international documents consistently express caution against government restrictions or
the intentional weakening of encryption, arguing that such measures create systemic
vulnerabilities that disproportionately harm the entire population.

Crucially, the ECtHR determined that Article 8 of the ECHR had been violated
on three primary grounds in relation to the Russian legislation: the indiscriminate
retention of data on all internet users®’, the absence of sufficient safeguards against the
abuse of data access, and, perhaps most significantly, the disproportionate obligation
to open end-to-end encrypted communications®'. The ECtHR emphasized that the

25 United Nations, Office of the United Nations High Commissioner for Human Rights, The Report on the
right to privacy in the digital age, UN Doc A/HRC/51/17, published on 4 August 2022.

26 Council of Europe, Appendix to Recommendation by the Committee of Ministers of the Council of
Europe on the protection of human rights with regard to social networking services CM/Rec(2012)4,
adopted on 4 April 2012; Council of Europe, the Council of Europe Parliamentary Assembly Resolution
2045 (2015) on mass surveillance, adopted on 21 April 2015.

21 CIEU, Maximillian Schrems v. Data Protection Commissioner. C-362/14. EU:C:2015:650. 2015.

28 Europol and European Union Agency for Cybersecurity (ENISA), "Joint statement by Europol and
ENISA on lawful criminal investigations that respect 21st century data protection,” May 20, 2016,
Available at: https://www.europol.europa.eu/cms/sites/default/files/documents/europol enisa_statement
on_lawful criminal investigations that respect 21st century data protection.pdf. Accessed June 6,
2025.

2 BCtHR, Podchasov v. Russia, op. cit., 70. “The Court notes that in the current, increasingly digital age,
technological capabilities have greatly increased the volume of Internet communications so that a
significant part of communications take digital form. The contested legislation requires the continuous
automatic retention and storage of the contents of all Internet communications for a duration of six months
and the related communications data for a duration of one year. It applies to all Internet communication
services used to transmit voice, textual, visual, sound, video or other electronic communications...The
Court is struck by the extremely broad duty of retention provided by the contested legislation and concludes
that the interference is exceptionally wide-ranging and serious.”

301bid, 72,73. “The Court considers that the requirement to show an authorisation to the communications
service provider before obtaining access to a person’s communications is an important safeguard against
abuse by the law-enforcement authorities, ensuring that proper authorisation is obtained in all cases of
secret surveillance. The manner in which the access to the stored data is organised in Russia gives the
security services technical means to circumvent the authorisation procedure and to access stored Internet
communications and communications data without obtaining prior judicial authorisation. Although the
possibility of improper action by a dishonest, negligent or overzealous official can never be completely
ruled out whatever the system, the Court considers that a system, such as the Russian one, which enables
the secret services to access directly the Internet communications of each and every citizen without
requiring them to show an interception authorisation to the communications service provider, or to anyone
else, is particularly prone to abuse.”

3UIbid. 77,79. “It appears that in order to enable decryption of communications protected by end-to-end
encryption, such as communications through Telegram's “secret chats”, it would be necessary to weaken
encryption for all users. These measures allegedly cannot be limited to specific individuals and would
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security of electronic communications of all users would be "seriously compromised"
if encryption were to be weakened to allow authorities access.*

This ruling is a significant success for digital privacy, underscoring the
ECtHR's acknowledgment that strong encryption is necessary to safeguard fundamental
rights and that less intrusive investigative methods frequently exist. The case reinforces
the belief that the principles of necessity and proportionality mandated by human rights
law are incompatible with the practice of mass surveillance, which is characterized by
the combination of decryption obligations and broad data retention. The ECtHR
underscores the significance of end-to-end encryption for safeguarding the right to
privacy, as well as freedom of expression, and protecting against malicious activities,
including hacking, identity theft, and the unauthorized disclosure of personal
information. This comment is directed not only at the Russian government but also at
governments throughout Europe.™

4. "Right to Encryption" in the Jurisprudence of the CJEU

The CJEU performs a vital part in defining the EU's legal framework on
encryption, particularly by interpreting fundamental rights as outlined in the CFREU
and by analyzing the validity of EU legislation and national measures concerning these
rights. The rights defined in the CFREU relevant to encryption include the right to
respect for private and family life (Article 7), the protection of personal data (Article
8), the freedom of expression and information (Article 11), and the freedom of assembly
and association (Article 12).** Every individual has the right to privacy, as enshrined in
Article 7 CFREU. Article 7 of the CFREU regarding privacy has evolved to enhance
the protection of private communications. This right generally aligns with Article 8 of
the ECHR, indicating that its interpretation and extent are typically consistent with
ECHR law. The term "communications" was deliberately employed, rather than the
previous term "correspondence,” to reflect technical advancements. While Article 7 is
not an absolute right, the confidentiality of communications is a significant component
of fundamental rights inside the EU, and the essence of the right must not be
compromised. The right to personal data protection is regarded as a logical extension
of the fundamental right to privacy. Article 8(1) of the CFREU and Article 16(1) of the
Treaty on the Functioning of the European Union affirm that all individuals possess the
right to the protection of personal data.’* The GDPR originates from the concept of
personal data protection as a basic right and addresses emerging privacy and data issues

affect everyone indiscriminately, including individuals who pose no threat to a legitimate government
interest...The Court concludes that in the present case the ICO s statutory obligation to decrypt end-to-end
encrypted communications risks amounting to a requirement that providers of such services weaken the
encryption mechanism for all users; it is accordingly not proportionate to the legitimate aims pursued.”
32 Ali, Antonino. “Human Rights Implications of Encryption Backdoors.” op. cit.: 67-69.

33 Tuchtfeld, Erik. “No Backdoor for Mass Surveillance: The European Court of Human Rights Protects
the Right to Encrypted Communication.”, Verfassungsblog, February 20, 2024. Available at: https://verfas
sungsblog.de/no-backdoor-for-mass-surveillance/. Accessed June 7, 2025.

34 Buropean Union. Charter of Fundamental Rights of the European Union, op.cit.

35 Ibid; Treaty on the Functioning of the European Union, 2012 O.J. (C 326) 47.
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introduced by new technologies for which rights have yet to be established.*®
Furthermore, the e-Privacy Directive strengthens privacy safeguards in the electronic
communications sector.’’

The CJEU has not specifically recognized a "right to encryption" as a
fundamental right. Nonetheless, its comprehensive and consistent jurisprudence
regarding data retention, privacy in electronic communications, and mass surveillance,
especially concerning Articles 7 and 8 of the CFREU, establishes an effective legal
framework that implicitly and emphatically safeguards the use of strong encryption.

The CJEU's 2014 decision in the Digital Rights Ireland case is significant for
understanding the development of EU standards regarding encryption.’® The CJEU
ruled against the Data Retention Directive in this case since it forced telecoms providers
to store the traffic and location data of all citizens without making any exceptions. The
CJEU found a violation of the right to privacy and data protection according to the
CFREU. Moreover, the ruling established an effective legal barrier by determining that
the widespread, untargeted surveillance of even fundamental communication data is
disproportionate and, as a result, illegal, which is significant from the perspective of
establishing an adequate legal framework that protects strong encryption.*

The Schrems I case ruled by the CJEU in 2015, significantly influenced the
domain of digital privacy and data protection, possessing considerable, albeit indirect,
implications for encryption.*” The CJEU fundamentally revoked the EU-US Safe
Harbour data transfer framework, determining that it failed to offer an adequate level
of protection for personal data transferred from the EU to the United States. This
deficiency originated mainly from disclosures regarding the extensive access of US
intelligence agencies to the data of EU citizens, which was characterized as mass
surveillance that compromised the core principles of the fundamental privacy rights
(Article 7) and data protection (Article 8) established in the CFREU, lacking adequate
legal protections or effective judicial remedies.*' The CJEU's ruling, while not directly
dealing with encryption, made it evident that strict protections are needed to keep data
safe and secret, especially when it is transported internationally and could be
intercepted by the government. Schrems I required a review of data transfer protocols
and made it clear that any violation of privacy must be strictly necessary and

36 Buropean Union, Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April
2016 on the protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation), 2016 O.J.
(L119) 1.

37 Chousou, Stavroula, Magaud, Julia, Pavoni, Ludovica, Williams, Morgan, and G’sell, Florence. “Is
encryption a fundamental right? A case study on CSAM regulation in the EU”, op.cit: 24, 25.

38 CJEU, Digital Rights Ireland Ltd and Others, C-293/12 and C-594/12, EU:C:2014:238, 2014.

39 See: Galli, Francesca. “Digital Rights Ireland as an opportunity to foster a desirable approximation of
data retention provisions.” Maastricht Journal of European and Comparative Law 23, no. 3, (2016): 460-
477.

40 CJEU, Maximillian Schrems v. Data Protection Commissioner, op.cit.

41 See: Tzanou, Maria. “Schrems I and Schrems II: Assessing the case for the extraterritoriality of EU
fundamental rights” in Federico Fabbrini, Edoardo Celeste, John Quinn (eds.), Data Protection Beyond
Borders: Transatlantic Perspectives on Extraterritoriality and Sovereignty, Hart Publishing, Forthcoming,
2020.
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proportional. This set up a legal framework that encouraged, and often required, the use
of strong security measures, such as strong encryption, to reduce the risks of extensive
state surveillance and ensure that data protection standards were on par with those in
the EU.

The CJEU's Schrems II ruling from 2020 is very important for data protection
and has significant effects on encryption, especially when it comes to transferring data
between countries.*” The CJEU invalidated the EU-US Privacy Shield framework due
to expressed concerns about the US government's extensive surveillance programs (like
FISA Section 702 and Executive Order 12333) and the fact that EU data subjects don't
have enough legal options. Moreover, the CJEU stated that the level of protection in the
US is not "essentially equivalent" to that in the EU. According to the CJEU, Standard
Contractual Clauses (SCCs) are generally valid; however, data exporters who use SCC
have to be examined to determine if the laws and practices of the third country provide
enough protection. If this is not the case, exporters must take "supplementary measures"
to cover any gaps within the protection system. The need for advanced security
measures has made encryption more important. For example, the European Data
Protection Board (EDPB) has explicitly recognized strong encryption, where
encryption keys are only controlled by the data exporter within the EEA, as a basic and
often necessary technical measure to make data unclear to foreign authorities and ensure
a "essentially equivalent" level of data protection. This has led to its increased use and
strategic importance in cross-border data transfers.*

The EncroChat case is particularly relevant to the "right to encryption," as it
demonstrates the complex relation between state security goals and the right to private
and secure communications.** Although EncroChat was predominantly employed by
criminal organizations, the law enforcement initiative that effectively infiltrated and
disassembled its highly encrypted network illustrated the effective protective features
of end-to-end encryption. The access method —direct hacking and real-time decoding
by state actors instead of requiring a corporation to create backdoors — has changed
the public and legal discourse regarding the boundaries of governmental intrusion into
encrypted communications. The CJEU determined that the infiltration of devices such
as EncroChat qualifies as an "interception of telecommunications," necessitating
rigorous compliance with fundamental rights, including the right to a fair trial and
effective judicial oversight in both the executing and issuing Member States, delegating
the final decision regarding evidence admissibility to national courts under these
requirements.*’ The EncroChat case has a significant effect on discussions over whether
the government can break or bypass encryption while combating serious crime.

42 CJEU, Data Protection Commissioner v. Facebook Ireland Ltd and Maximillian Schrems, C-311/18,
EU:C:2020:684, 2020.

43 Tzanou, Maria. “Schrems 1 and Schrems II: Assessing the case for the extraterritoriality of EU
fundamental rights.”, op. cit.

44 CJEU, M.N., C-670/22, EU:C:2024:345, 2024.

4 See: Lasagni, Giulia, and Giuseppe Contissa. “Effective Rights and Remedies in the Computable Era:
Facing Informative Asymmetry When Al Adds to Transnational Cooperation” in Facilitating Judicial
Cooperation in the EU. Brill Nijhoff, 2025: 11-28. https://doi.org/10.1163/9789004705791_003.
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5. "Right to Encryption" at the Crossroads Between ECtHR and CJEU

Both the ECtHR and the CJEU establish restrictive legal norms that profoundly
govern the protection of encryption, notwithstanding the absence of a specific "right to
encryption."”

Operating under the ECHR's Articles 8 (right to private life) and 10 (freedom
of expression), the ECtHR regularly applies a three-part test that requires that any
violation of these rights be "in accordance with the law," pursue a "legitimate aim," and
be "necessary in a democratic society." The ECtHR's jurisprudence unequivocally
underlines that rules requiring the compromise of encryption or the establishment of
backdoors for authorized access are fundamentally disproportionate. These techniques,
by establishing systemic flaws and facilitating potentially indiscriminate access to
communications, do not satisfy the stringent need criteria and endanger the security and
privacy that robust encryption is intended to ensure for all users. This approach
highlights the incompatibility of widespread surveillance with essential human rights.

Article 7 (right to privacy) and Article 8 (data protection) of the CFREU
provide that the CJEU applies a strict "strictly necessary and proportionate" criteria to
any limitations on these rights under EU law. Bulk collection or retention of
communications data is routinely rejected by the substantial case law, which
emphasizes that such widespread surveillance is an unjustified and serious interference.
The CJEU's direct pronouncements on encryption are infrequent; however, its rulings
impose a significant requirement for data security. In the context of international data
transfers, the CJEU's judgments require the implementation of "supplementary
measures,” such as strong encryption, where the data exporter retains control of
encryption keys.

Notwithstanding their divergent approaches and differing degrees of directness,
both courts conclude that excessive state intervention—such as mass data collection or
forced decryption - must be avoided in order to protect the confidentiality and integrity
of communications, which are normally protected by encryption.

6. Conclusion

The human rights framework must be updated to reflect the new reality, and
"the right to encryption" is one aspect of that update. The information era necessitates
an extension of personal rights to include people's control over their data and digital
identities, much as the ideas of rights have expanded to incorporate new dimensions as
societies have developed. The idea that the same liberties and rights that exist outside
of the internet also apply within it would be strengthened by recognizing "the right to
encryption".

By highlighting a common and deeply ingrained dedication to protecting
people's digital communications from unjustified state interference, the parallel
development in case law from two supreme European judicial bodies strengthens the
de facto protection of "the right to encryption" throughout the European legal system,
while still accounting for national security concerns.
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This article aims to enhance worldwide discussion and cooperation on

encryption-related issues by acting as an academic resource. It is anticipated that it will
support the establishment of a "right to encryption", thereby discouraging stakeholders
and lawmakers from pursuing solutions to encryption-related problems that violate
fundamental rights. After all, we should not forget that "right to encryption" stands as
an unbreakable code that preserves our digital resistance.

10.

11.

12.
13.

14.

15.

16.

Bibliography

Abelson, Harold, Anderson, Ross, Bellovin, M. Steven, Benaloh, Josh, Blaze, Matt,
Diffie, Whitfield, Gilmore, John, Green, Matthew, Landau, Susan, Neumann, G. Peter,
Rivest, L. Ronald, Schiller, 1. Jeffrey, Schneier, Bruce, Specter, A. Michael, Weitzner,
J. Daniel. “Keys under doormats: mandating insecurity by requiring government access
to all data and communications”, Journal of Cybersecurity, 1, no. 1, (2015): 69-79,
https://doi.org/10.1093/cybsec/tyv009.

Ali, Antonino. “Human Rights Implications of Encryption Backdoors.” De Cifris
Koine, no. 3, (2024): 59-71.

Chousou, Stavroula, Magaud, Julia, Pavoni, Ludovica, Williams, Morgan, and G’sell,
Florence. “Is encryption a fundamental right? A case study on CSAM regulation in the
EU”. Sciences Po. 2023. Available at: https://www.sciences po.fr/public/chaire-nume
rique/wp-content/uploads/2023/07/Encryption.pdf. Accessed May 8, 2025.

CJEU, Data Protection Commissioner v. Facebook Ireland Ltd and Maximillian
Schrems, C-311/18, EU: C:2020:684, 2020.

CJEU, Digital Rights Ireland Ltd and Others, C-293/12 and C-594/12, EU:C:2014:238,
2014.

CJEU, Maximillian Schrems v. Data Protection Commissioner. C-362/14. EU:C:2015:
650. 2015.

Council of Europe, Appendix to Recommendation by the Committee of Ministers of
the Council of Europe on the protection of human rights with regard to social
networking services CM/Rec(2012)4, adopted on 4 April 2012.

Council of Europe, the Council of Europe Parliamentary Assembly Resolution 2045
(2015) on mass surveillance, adopted on 21 April 2015.

Council of Europe. Convention for the Protection of Human Rights and Fundamental
Freedoms, Nov. 4, 1950, Europ.T.S. No. 5, 213.

Davis, Peter Alexander Earls. “A Right to Encryption in the European Union's Charter
of Fundamental Rights”. Columbia Journal of European Law, 30, no. 1, (2024): 52-77.
ECtHR, Big Brother Watch and Others v. the United Kingdom, Applications nos.
58170/13, 62322/14 and 24960/15, judgment (Grand Chamber) of May 25, 2021.
ECtHR, Podchasov v. Russia, Application no. 33696/19, judgment of May 13, 2024.
ECtHR, Roman Zakharov v. Russia, Application no. 47143/06, judgment (Grand
Chamber) of December 4, 2015.

European Union, Regulation (EU) 2016/679 of the European Parliament and of the
Council of 27 April 2016 on the protection of natural persons with regard to the
processing of personal data and on the free movement of such data, and repealing
Directive 95/46/EC (General Data Protection Regulation), 2016 O.J. (L 119) 1.
European Union. Charter of Fundamental Rights of the European Union. 2010 O.J.
(C83) 389.

European Union. Treaty on the Functioning of the European Union, 2012 O.J. (C 326)



Volume 15, Issue 3, October 2025 590

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

47.

Europol and European Union Agency for Cybersecurity (ENISA), "Joint statement by
Europol and ENISA on lawful criminal investigations that respect 21% century data
protection," May 20, 2016, Available at: https://www.europol.europa.cu/cms/sites/de
fault/files/documents/europol_enisa_statement on_lawful criminal investigations th
at respect 21st century data protection.pdf. Accessed June 6, 2025.

Galli, Francesca. “Digital Rights Ireland as an opportunity to foster a desirable
approximation of data retention provisions.” Maastricht Journal of European and
Comparative Law 23, 1n0.3, (2016): 460-477.

Kamara, S., Knodel, M., Llanso, E., Nojeim, G., Qin, L., Thakur, D., and Vogus, C.
“Outside looking in: Approaches to content moderation in end-to-end encrypted
systems”. arXiv preprint. 2022. https://doi.org/10.48550/arXiv.2202.04617.

Knodel, Malori, Celi, Sofia, Kolkman, Olaf, and Grover, Gurshabad. “Definition of
End-to-end Encryption”. Cryptology ePrint Archive. 2024. Available at: https://eprint.
iacr.org/2024/2085.pdf. Accessed May 8§, 2025.

Lasagni, Giulia, and Giuseppe Contissa. “Effective Rights and Remedies in the
Computable Era: Facing Informative Asymmetry When Al Adds to Transnational
Cooperation” in Facilitating Judicial Cooperation in the EU. Brill Nijhoff, 2025: 11-
28. https://doi.org/10.1163/9789004705791 003.

Madsen, Wayne, Sobel, L., David, Rotenberg, Marc, and Banisar, David. 1997.
“Cryptography and liberty: An international survey of encryption policy”. John
Marshall Journal of Computer & Information Law 16, (1997): 475-527.

Metzl, Jamie Frederic. “Information technology and human rights”. Human Rights
Quarterly, 18, no. 4, (1996): 705-746.

Mladenov, Marijana, and Staparski, Tamara. “Liability of online platforms for content
moderation from the perspective of the European Court of Human Rights: Challenges
and recent developments”. Pravo - teorija i praksa, 41, no. 4, (2024): 152-164. https://
doi.org/10.5937/ptp2404152M.

Nabeel, Mohamed. “The many faces of end-to-end encryption and their security
analysis”. In 2017, the IEEE International Conference on Edge Computing (EDGE)
(2017): 252-259. https://doi.org/10.1109/IEEE.EDGE.20 17.47.

Pisaric, Milana. “Encryption as an obstacle for criminal investigation and evidence
collection”. Zbornik radova Pravnog fakulteta Novi Sad, 54, no. 3, (2020): 1079-1100.
https://doi.org/10.5937/zrpfns54-26929.

Schulz, Wolfgang, and Hoboken, Joris Van. Human rights and encryption. UNESCO
Publishing, 2016.

Stohrer, Christian, and Lugrin, Thomas. “Asymmetric encryption. Trends in Data
Protection and Encryption Technologies”, In Mulder, Valentin, Mermoud, Alain;
Lenders, Vincent; Tellenbach, Bernhard (Eds). Trends in Data Protection and
Encryption Technologies: 11-14, Springer, 2023, https://doi.org/10.1007/978-3-031-33
386-6_3.

Tzanou, Maria. “Schrems I and Schrems II: Assessing the case for the extraterritoriality
of EU fundamental rights.” in Federico Fabbrini, Edoardo Celeste, John Quinn (eds.)
Data Protection Beyond Borders: Transatlantic Perspectives on Extraterritoriality and
Sovereignty, Hart Publishing, Forthcoming, 2020.

United Nations, General Assembly, The Right to Privacy in the Digital Age, UN Doc.
A/RES/75/176, adopted December 16, 2020.

United Nations, Office of the United Nations High Commissioner for Human Rights,
The Report on the right to privacy in the digital age, UN Doc (A/HRC/51/17),



591

Juridical Tribune — Review of Comparative and International Law

32.

33.

34.

35.

published on 4 August 2022.

Van Daalen, O. L. “The right to encryption: Privacy as preventing unlawful access”.
Computer Law & Security Review, 49, (2023): 105804. https://doi.org/10.1016/j.clsr.
2023.105804.

Woods, Lorna. “Zakharov v. Russia (Eur. Ct. HR)”. International Legal Materials 55,
no. 2 (2016): 207-266.

Zalnieriute, Monika. “Big brother watch and others v. the United Kingdom”. American
Journal of International Law, 116, no. 3, (2022): 585-592.

Zhang, Qixin. “An overview and analysis of hybrid encryption: the combination of
symmetric encryption and asymmetric encryption”. 2" international conference on
computing and data science (CDS), (2021): 616-622. IEEE. https://doi.org/10.1109/
CDS52072.2021.00111.



