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Abstract

Artificial intelligence (Al) is a concept born 50 years ago but which has returned to the
spotlight in the last 5 years, especially in the context of the COVID 19 pandemic. Just as electric
cars were invented more than 50 years ago but only aroused interest when climate change
became stringent, artificial intelligence begins to concern us with the start of the fourth
industrial revolution (Industry 4.0) that promises to reorganize production processes and
commercial flows. How do we manage artificial intelligence? First, it is essential that we all
understand the concept and how to use it, then to anticipate the consequences and take measures
to mitigate adverse effects. It is a multidisciplinary team effort, and the challenge of our century
is precisely to bring all stakeholders to the table, with equal rights. In the age of social networks
where everyone wants to be seen and heard, the legal challenge of regulating the use of artificial
intelligence arises. A regulation that ensures the continuity of the human race and respect for
fundamental rights. This scenario involves the greatest challenge: putting scientists, lawyers,
engineers and the biggest IT corporations at the table of discussions. Each, in good faith, must
explain how their field works and accept proposals for improvement. The best result we could
have would be the integration of artificial intelligence into everyday life, with the aim of
improving people's lives, increasing their level of knowledge and respecting their fundamental
rights. This article highlights the current challenges and proposes lines of dialogue between all
stakeholders to elaborate a fair and flexible regulatory framework for technological
development. For this we use a doctrinal, comparative and interdisciplinary methodology to
explore how Al affects human rights in legal systems. Also, it analyzes legal frameworks, ethical
concerns, and technological implications, compares international regulations, and proposes
normative solutions to ensure transparency, fairness, and accountability in Al-driven legal
decision-making.
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1. The Rise of Artificial Intelligence and the Rule of Law

The recent accelerated evolution of information technology has determined a
profound change in the global economic system, leading to the so-called digital
transformation or the fourth industrial revolution (Industry 4.0). Some voices are
already talking about Industry 5.0, which may be seen as a policy framework that builds
upon the advancements achieved in Industry 4.0°. Among these technologies, artificial
intelligence has a special place, being the subject that most inspired the collective
imagination and generated various reactions among citizens. In fact, the first scientific
reflections on artificial intelligence were presented at the Los Angeles® and Dartmouth
conferences® in 1955-1956. Artificial intelligence is nothing more than a logical
consequence of the evolution of information technology. Researchers® have assumed
that a computing machine can think similarly to the human brain and have come to
develop neural networks that make decisions independently.

Since the emergence of the concept, the field of artificial intelligence has been
thought of as an open space to a utopic world. The materialization of all projects
designed by researchers, in connection with artificial intelligence, could lead us to an
unprecedented model of society, in which our world could better function thanks to the
higher intelligent systems that can spare us from the chores of repetitive work, traffic
problems, agglomeration, pollution or even certain diseases considered incurable at this
time®.

On the other hand, there are rumors’ that the world is going in a wrong direction
to a dehumanized society, where the artificial intelligence systems are taking control of
human life. These voices propose scenarios where artificial intelligence makes
decisions against the interests of human beings, ignoring and violating human rights. In
both the optimistic and the pessimistic scenarios, there is a set of underlying prejudices
that undoubtedly inspire much of the legal and sociological thinking about artificial
intelligence. Thus, we can assume that, in the near future, synthetic intelligence, with
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unlimited computing power, will be superior to any human intelligence. If this scenario
is confirmed, this superior intelligence may have the power to change the patterns of
the social life we are used to, not in a worst perspective, but into a controlled routine
where dangers that threaten the individual are eliminated.

On the other side of the barricade, there are opinions® converging to the idea
that humankind represents a danger to the planet and it is necessary to eradicate,
subjugate or control the people themselves. Dystopian thinking is not just the legacy of
science fiction literature or cinema, prominent business leaders, for example, are
funding initiatives like OpenAl to promote secure artificial intelligence. The hope is
that the benefits of this technology will help transform the planet and the global
economy. In this context, we cannot fail to mention Stephen Hawking, who went so far
as to argue that artificial intelligence could mean the end of humanity °. From this point
of view, the analysis of the legal aspects related to artificial intelligence faces a first
difficulty: in the collective imagination, far from appreciating the opportunities that may
arise from the development and use of artificial intelligence, society first perceives the
risks and secondly the opportunities.

Some recent literature'® presents algorithms that fuel machine learning and
artificial intelligence as "mathematical weapons of destruction." Authors like Cathy
O'Neil show how decisions inspired by Al tools can have undesirable effects on certain
groups. For instance, crime prevention and police assistance programs based on Al have
been shown to lead to a notable increase in the frequency of police stops and controls,
disproportionately affecting individuals belonging to ethnic minority groups. Also, it
has been claimed that sometimes, when Al algorithms are used in hiring, they can
identify flag differences in candidates, which may reduce employment opportunities for
people with disabilities or different socio-cultural backgrounds/orientations''.

The manifestation of these prejudices through digital tools may be due to
different factors. In some cases, the quality of the data that is taken as a sample of
analysis is the problem, in others the prejudices of the programmer who creates the
system. At other times, it is the users' choice that introduces biased data when, in fact,
the system requests refueling with new information'?.

By far, the worst situation is when this abnormal operation is caused by
intentional behavior, when the erroneous and discriminatory result is pursued by the
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programmer or user". Some affected groups are claiming that the new business model
introduced by the rise of Al has emerged worldwide and it is more oriented towards
efficiency, less to human well-being. Also, they complain about confusing economic
efficiency with achieving a positive economic result'*. The new generation
(Millennials) measures the achievements in money, success means being a billionaire
no matter how. Lot of young entrepreneurs and IT specialists are not concerned about
whether their new computer application increases the number of underage players who
make sports bets, or the number of video game or shopping addicts, whether it
discriminates against women and people with disabilities in the selection process. Often
the side effects of computer products are ignored, the important financial benefit
resulting from their operation being important'’.

And finally, if the negative results become obvious, it can always be said that,
in a free market economy, the individual is free to decide and must take responsibility
if he has not been informed and has not been aware of the consequences of his own
choices. It is also his fault even if the amount of information he had to process at the
time of the decision exceeds the average human capacity to understand and assimilate
(the well-known terms and conditions sections).

On the other hand, if we fall into the trap of demonizing technology from a
purely preventive perspective, we risk paralyzing the progress of knowledge and the
benefits it can bring to our society. But we can neither ignore nor avoid the risks. We
must operate with real data by proposing rules that, without paralyzing innovation,
discipline and align it with the inevitable duty to protect the dignity of the human being
at all costs and to ensure full respect for fundamental rights'¢. In all this divergent
context, Law has no choice but to adapt to regulate interpersonal or man-artificial
intelligence relations. Accepting the legislative vacuum has never been a good solution
for society. It's the mission of lawyers to find solutions for harmonizing the divergent
interests of social groups. They must identify a regulatory path that offers the perfect
compromise for both economic development and respect for human beings.

In all this amalgam of feelings, economic aspirations and moral contradictions,
Law cannot stifle or hinder economic evolution or innovation, but at the same time it
cannot give up its very democratic spirit: that of putting dignity at its center and free
self-determination of people. From this point of view, not everything is allowed, not
everything is possible, not everything is admissible. There are rules, some very old and
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the most basic of them, the basis of our system of law, was formulated by Justinian
between the second and third centuries: "alterum non laedere""”. This may be the limit
to which artificial intelligence can interfere with the sphere of fundamental human
rights.

2. Deregulation and '""Dehumanization' of the Information Society

The first factor that contributes to the exclusion of the human element in
solutions to contemporary problems is the veneration of the mathematical algorithm.
The programmer who develops and applies these algorithms is thus regarded as an
arbiter of an infallible, unquestionable language of science. This process is driven by
the desire for objective outcomes, seemingly untainted by human influence. Yet, this
view overlooks a critical paradox: the programmer, despite being treated as an infallible
creator, is subject to human error and bias, which can compromise the integrity of their
work and cause considerable damage to society and individuals.

Secondly, in the machine-based or machine learning processes, programming
is designed so that the machine can reprogram its processes. At this level of Deep
Learning, the system works like a black box'®. We know the data provided or accessed,
the programming objectives and the expected results. But when they are generated, the
process may appear as getting out of our control because not everybody understands the
internal logic'’.

Replacing humans with automated or machine-managed processes that
integrate Al systems is the fundamental pillar of the fourth industrial revolution
(Industry 4.0), even if that could mean the loss of many jobs. In some cases, this
technological development can help eliminate many extremely dangerous and even
unhealthy occupations (work at height, work underground, work in a toxic environment,
etc.). In other areas, the implementation of digital transformation technologies may
make it unnecessary, for example, all qualifications for driving or for tasks with very
limited variables, such as the maintenance and cleaning of public roads or the
replacement and collection of products in supermarkets.”” Human telephone assistance
could be limited to very specific cases, and virtual assistance could replace the human
presence in the reception of buildings, hospitals or hotels. Each of these examples
connects us with tasks that do not necessarily require a high degree of training, although
they could also affect intermediate-level tasks, such as economic and administrative
management. On the other hand, it is estimated that new employment niches will
emerge as a high demand from highly qualified people in the field of engineering,

'7 Juris praecepta sunt haec: honest vivere, alterum non laedere, suum cuique tribuere.
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mathematics or specialized data analysis?'.

The dehumanization of the information society begins with the violation of
fundamental freedoms. For this society, man is no longer a goal and even loses his
quality of instrument (means)**. Industry 4.0 sees Al as the only tool that acts towards
an ideal transformation of the world, protected from harmful human actions.

Knowledge (as information and understanding) and conscious participation of
the citizen in political life are fundamental freedoms. Eliminating either one represents
a regression for a democratic society. The Cambridge Analytica®® case highlighted the
impact of using algorithms to manipulate discourse and change public debate, although
Western constitutional rules and classical jurisprudence have confirmed the
fundamental nature of the right to information and freedom of expression when it comes
to securing free public opinion in a democratic society**. The Internet, which initially
emerged as the new dimension of the absolute freedom of expression of the right to free
speech, is proving to be a space dominated by algorithms that feed public opinion with
information selected for specific purposes, not always transparent and objective. The
analysis of data uploaded to social networks and the application of Al systems in the
process of personalizing these environments allows an unprecedented manipulation of
preferences, including affecting the right to think freely?.

The operation is simple, but at the same time sophisticated. For example, to
influence voting in an election process, it is enough to make sure that the subjects who
have announced their intention to vote according to your expectations will act as a
speaker, as a seemingly free spokesperson, who the undecided can listen to or read on
their social media, highlighting those arguments in their presentations that have the
ability to convince those undecideds about voting. And to achieve this goal, there are
no limits in the digital environment, personalized ads will be designed and broadcast,
thousands of fake profiles will be generated that will fuel a fictitious debate, which will
distribute fake news or half-truths, which will be spread in the whole network to create
a post-truth reality®.

The privacy of digital users is also being questioned, with many voices warning
of the effects of the new digital surveillance society”’. This digital society is the one that

2! Ibidem, 120-124.

22 See in this regard Immanuel Kant, Critique of Practical Reason, (1788) - The Categorical Imperative:
"Work in such a way as to use humanity both in yourself and in the person of others, wherever and
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23 Trautman, Lawrence J., “Governance of the Facebook Privacy Crisis”, Pittsburgh Journal of Technology
Law & Policy (2020): http://dx.doi.org/10.2139/ssrn.3363002.
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ECHR case law relating to infringements of Art. 10 of the European Convention on Human Rights, texts
available at: https://jurisprudentacedo.com/libertatea-de-exprimare.html.
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in a Digital World”, 4 Georgetown Law Technology Review 1 (2019), http://dx.doi.org/10.2139/ssrn.3306
006.
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after the USA Patriot Act: The Big Brother that Isn't”, 97 Northwestern University Law Review 607, (2003),
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offers unprecedented social networks but exploits information by monetizing the
consumer. It is society that provides the tools that stimulate alternative social
movements and, at the same time, allows an unprecedented control of them, when it
does not commercially exploit the data collected through web pages dedicated to digital
activism. It is a "guarded" society in which the digital panopticon belongs not only to
the state, but also to multinational corporations and even small mobile application
manufacturers to whom we subconsciously offer the most valuable data in exchange for
trivial services or free applications that endanger the conscience of our minors engaged
in various video games or networks that feed their curiosity with unverified
information®®.

Why is all this digital chaos possible? The answer is simple: the lack of specific
regulations adapted to the new living environment of the subjects. Whenever
cyberspace is regulated and reorganized, activists are calling for absolute freedom of
the Internet *, and programmers are complaining about the inability of lawyers to
provide regulations that can keep pace with the evolution of Al systems or digital
technologies. Legal research has a different pace than technological research because
the rules are created by the latest software version or the latest algorithm that dominates
the digital space. But completely giving up on a subject as sensitive as artificial
intelligence can only be an uninspired idea for the lawyers.

Deregulation of the Internet and the release of technology under the "normative
yoke", bushy and ankylosis, does not seem to be a solution that will preserve humanity
in relation to Industry 4.0. People cannot survive without rules set by majority voting,
which can protect them from possible damage from uncontrolled technological boom
and the supremacy of financial benefit. In the field of artificial intelligence, we have
more than significant examples®’. The claim that the law cannot address technology in
any way is as false as attributing a crippling effect to normative action. Recent
developments show that we need standards to continue technological progress, and the
vision of neutral technology is simply idyllic. Technology must not be neutral; it must
pursue the best conditions for human development®'. These must be the goals that the
law should pursue.

Debating these issues at the national level alone cannot lead to effective
solutions. Addressing problems and proposing legislative solutions must be outlined

http://dx.doi.org/10.2139/ssrn.317501.

28 Ahmad, Nehaluddin, Agilah Walin Ali, and Mohammad Hilmy Baihaqy bin Yussof, “The Challenges of
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30 W. Nicholson Price II, “Risks and remedies for artificial intelligence in health care”, Center for
Technology Innovation, November 14, 2019, available at: https://www.brookings.edu/research/risks-and-
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internationally and from a positive perspective®. It is essential to define a transnational
regulatory framework for artificial intelligence and even a global framework that, under
the philosophy of a "Geneva Digital Convention", provides legal security for humanity.
The approach must be human-centered and aim, as a matter of priority, to limit the use
of information and data in the name of the common good of humanity.

Regulating and establishing the legal boundaries within which Al can manage
industrial processes represents a process of humanizing digital society, as the law stems
from the essence of the human being. The principle "ubi societas, ubi jus" embodies the
essence of humanism in Law, a rule that must also be implemented in the actual digital
society.

3. Legal Perspectives Connected to AI Development and Industry 4.0 - EU
and China

Like other extraordinary situations revealed by universal history, Europe is
pioneering the creation of a unitary regulatory framework at regional level, enabling the
development of artificial intelligence in full accordance with the universal principles of
the protection of human rights and democratic values. Although it has been the subject
of criticism from big digital players, the European Commission has not been intimidated
in its effort to regulate the use of artificial intelligence.

On 21 April 2021, the European Commissioner for the Internal Market, Thierry
Breton, stated the role and place of the Al for the European society: “A/l is a means, not
an end. It has been around for decades but has reached new capacities fueled by
computing power. This offers immense potential in areas as diverse as health,
transport, energy, agriculture, tourism or cyber security. It also presents a number of
risks. Today's proposals aim to strengthen Europe's position as a global hub of
excellence in Al from the lab to the market, ensure that Al in Europe respects our values
and rules, and harness the potential of Al for industrial use”** The European
Commission has started regulation in the field of artificial intelligence since 2018, in
order to reduce the possible risks to human rights induced by the use of these systems
in various economic or social fields.

The European Artificial Intelligence Act”® provides us a complex legal
definition of artificial intelligence as "a machine-based system that is designed to

32 Novelli, Claudio and Gaur, Akriti and Floridi, Luciano, “Two Futures of AI Regulation under the Trump
Administration”, (March 31, 2025), Available at SSRN: http://dx.doi.org/10.2139/ssrn.5198926.

33 See https:/thefuturemedia.eu/tech-giants-push-back-against-europes-ai-crackdown/, accessed on 15.08.
2025.

34 Thierry Breton, Margrethe Vestager, “Europe fit for the Digital Age: Commission proposes new rules
and actions for excellence and trust in Artificial Intelligence”, Press release on Apr 21, 2021, Brussels, text
available at: https://ec.europa.eu/commission/presscorner/detail/en/ip 21 1682.

35 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying down
harmonised rules on artificial intelligence and amending Regulations (EC) No 300/2008, (EU) No
167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and Directives
2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Artificial Intelligence Act), available at: https:/eur-
lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32024R 1689.
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operate with varying levels of autonomy and that may exhibit adaptiveness after
deployment, and that, for explicit or implicit objectives, infers, from the input it receives,
how to generate outputs such as predictions, content, recommendations, or decisions
that can influence physical or virtual environments. Al-based systems can be purely
software-based, acting in the virtual world (e.g. voice assistants, image analysis
software, search engines, speech and face recognition systems) or Al can be embedded
in hardware devices (e.g. advanced robots, autonomous cars, drones or Internet of
Things applications)"°.

The official document emphasizes the importance of these systems, estimating
long-term effects like those of the invention of the steam engine or electricity, but also
talks about the need to adopt an appropriate legal framework to protect the fundamental
rights of citizens so that "no one is left behind " in the new Industry 4.0 age®’.

On the other side of the planet, China also started regulating in artificial
intelligence, being aware that industrial development based on the new technologies
may be not sustainable without a coherent legal framework able to establish juridical
boundaries for the restless technological progress. China regulates the artificial
intelligence domain through a set of fragmented laws and administrative regulations
such as: the Cybersecurity Law of the Popular Republic of China®™® (PRC), the PRC
Data Security Law’’, the Personal Information Protection Law of the PRC*, Interim
Measures for the Management of Generative Artificial Intelligence Services,
Provisions on the Management of Algorithmic Recommendations in Internet
Information Services*?, Regulations on the Deep Synthesis Management of Internet
Information Service®.

As stated in article 22 of Interim Measures for the Management of Generative
Artificial Intelligence Services, published in July 2023, the generative artificial
intelligence technology "refers to models and relevant technologies that have the ability
to generate content such as texts, images, audio, or video".

If comparing the two definition we can observe that the Chinese Law has a
functional perspective. It refers only to Al systems that produce content and are made
available to the public. It intentionally excludes internal Al systems used by companies
or for research and development that are not public facing. This is a very targeted
approach aimed at regulating the immediate societal and political impacts of tools like
ChatGPT. On the other hand, the European approach is designed to be a comprehensive

36 Artificial Intelligence for Europe, COM (2018) 237 final, available at: https://ec.europa.eu/transparency/
documents-register/detail ?ref=COM(2018)237&lang=en, accessed on 15.08.2025.

37 Lu, Y., “The Current Status and Developing Trends of Industry 4.0: a Review”, Information Systems
Frontiers 27, 215-234 (2025). https://doi.org/10.1007/s10796-021-10221-w.

38 Text available at: https://www.lawinfochina.com/Display.aspx?1d=22826&Lib=law&LookType=3,
accessed on 15.08.2025.

39 Text available at: https://www.chinalawtranslate.com/en/datasecuritylaw/, accessed on 15.08.2025.

40 Text available at: https://personalinformationprotectionlaw.com/chapter-i-general-provisions/, accessed
on 15.08.2025.

41 Text available at: https://www.chinalawtranslate.com/en/generative-ai-interim/, accessed on 15.08.2025.
42 Text available at: https://www.chinalawtranslate.com/en/algorithms/, accessed on 15.08.2025.

43 Text available at: https://www.chinalawtranslate.com/en/deep-synthesis/, accessed on 15.08.2025.
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and technology-neutral framework for regulating a vast range of Al systems, regardless
of whether they are generative or not. The European definition is much broader than
China's. It is based on the technical characteristics of the system (autonomy,
adaptiveness, inference) and the potential impact of its outputs, not just the type of
content it generates. It covers a wide spectrum of Al, from high-risk applications like
medical devices and critical infrastructure to limited-risk systems like chatbots. This
comprehensive, risk-based approach is intended to be future-proof, applying to both
current and future Al technologies involved in Industry 4.0.

The European Commission has highlighted the potential of these new
technologies to affect the sphere of individual rights and freedoms, in the sense of
restricting their exercise, which emphasizes the need to protect these democratic values,
as set out in Art. 2 of the Treaty on European Union and in the EU Charter of
Fundamental Rights: "at the same time, the use of Al also creates risks that need to be
addressed. Certain characteristics of Al, such as the opacity of many algorithms that
make investigating causal relationships difficult, pose specific and potentially high risks
to the safety and fundamental rights that existing legislation is unable to address or in
view of which it is challenging to enforce existing legislation. For example, it is often
not possible to determine why an Al system has arrived at a specific result. As a
consequence, it may become difficult to assess and prove whether someone has been
unfairly disadvantaged by the use of Al systems, for example in a recruitment or
promotion decision or an application for a public benefit scheme."*

For lawyers it may be difficult to understand the technical provisions of the
European or Chinese Al regulations, so it may result necessary to clarify some aspects
related to algorithms and how they work on these intelligent systems. According to the
author Pedro Domingos®’, algorithms can be grouped into different categories,
depending on the paradigm they belong to. He identified five types of such categories.
In the first paradigm, called "connection", the data underlying the systems are blocks
that have certain connections between them. Algorithms in this category are those that
form artificial neural networks. The second paradigm is the evolutionary one, which
includes genetic algorithms that, through their construction, are allowed to evolve like
living organisms. The Bayesian estimation uses the science of statistics and
probabilities, which aims to strengthen or weaken a hypothesis based on its evidence in
data that are collected progressively. The fourth paradigm is that of analogy, by which
data sets with common elements are grouped according to them. The fifth category is
symbolic and has been developed during the 1990s. That being said, in accordance with
the provisions of the European Artificial Intelligence Act, the techniques used in the
generation of artificial intelligence systems may be:

44 Communication from The Commission to The European Parliament, the Council, the European
Economic and Social Committee and the Committee of the Regions, Fostering a European approach to
Artificial Intelligence - COM/2021/205 final - available at: https://eur-lex.europa.eu/legal-content/en/TX
T/?7uri=COM%3A2021%3A205%3AFIN, accessed on 15.08.2025.

45 Pedro Domingos, The master algorithm: How the quest for the ultimate learning machine will remake
our world, (Basic Books, 2015), p. 242-45.
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(a) Machine learning approaches learning, including supervised*,
unsupervised*’ and reinforcement learning®, using a wide range of methods, including
deep learning®.

(b) Logic and knowledge-based approaches, including knowledge
representation, inductive (logic) programming, databases, inductive and deductive
engines, (symbolic) reasoning and expert systems.

(c) Statistical approaches, Bayesian estimation, search and optimization
methods.

Understanding and enforcing these regulations will be a real challenge for
lawyers, requiring them to acquire specific technical knowledge to help them classify
artificial intelligence systems according to their source, ability to interfere with personal
data or other fundamental rights such as the right to freedom of speech or freedom of
thought. The new Industry 4.0 requires close collaborative relationships between
lawyers and computer scientists, based on trust and mutual support in defining and using
artificial intelligence systems’. If until now lawyers were put in difficulty in their
relationship with economists and accountants, working with mathematicians and IT

46 “Supervised Machine Learning algorithms are the most commonly used. With this model, a data expert
acts as a guide and learns the algorithm what conclusions he should draw. As a child learns to identify fruits
by memorizing them in an illustrated machine book supervised learning, the algorithm is instructed by a
dataset that is already labeled and has a predefined output. Examples of machines Examples of supervised
machine learning include algorithms such as linear and logistic regression, multiclass classification, and
support vector machines”. Text available at: https://www.oracle.com/data-science/machine-learning/what-
is-machine-learning/, accessed on 15.08.2025.

47 “Unsupervised Machine Learning algorithms use a more independent approach, where a computer learns
to identify complex processes and patterns without the help of a human being who is constantly providing
close guidance. Unsupervised Machine Learning involves training based on data that has no labels or a
specific, defined output. To continue the analogy with the machine learning system from childhood,
unattended learning is similar to a child learning to identify fruits by observing colors and patterns, instead
of memorizing names with the help of a teacher. The child will look for similarities between the pictures
and separate them into groups, assigning each group its own new label. Examples of unsupervised learning
machine algorithms includes clustering, principal and independent component analysis, and association
rules”. Text available at: https://www.oracle.com/data-science/machine-learning/what-is-machine-lear
ning/, accessed on 15.08.2025.

48 “Reinforced machine learning (imposed - reinforced learning) is the way in which the system is given
(imposed) a target that must be achieved, and the algorithm will practice the learning process until reaching
the goal” - Paul Vlad Fernoagd, “Contributii la Implementarea Inteligentei Artificiale in Retele de
Instrumentatie”, (PhD thesis, Transilvania University of Brasov, 2020), pp. 10-11, https://www.unitbv.ro/
documente/cercetare/doctorat-postdoctorat/sustinere-teza/2020/fernoaga-paul/Rezumat_Teza V.Fernoag
a.pdf, accessed on 15.08.2025.

49 “Deep learning is a specific area of machine learning which tries to solve problems in which ML category
algorithms are not performing. For such operations, with intensely unstructured data, "deep" - "deep" neural
networks have been developed, which are inspired by the way the human brain works. An artificial neural
network can be considered "deep" (Deep Neural Network - DNN) when there is more than one hidden
layer" - see Paul Vlad Fernoaga, op. cit., pp. 12-13.

30 Kurniawan, I Gede Agus, Putu Aras Samsithawrati, and Ni Ketut Supasti Dharmawan, “Legal Protection
for Intellectual Property Holders in Business Activities in The Era of The Industrial Revolution
4.0”. Jurisprudentie: Jurusan Ilmu Hukum Fakultas Syariah Dan Hukum 11 (1), 2024, pp. 74-81. https:/
doi.org/10.24252/jurisprudentie.v11i1.48076.
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scientists will probably be a moment of maximum professional challenge.

Being aware of the ability of these Al systems to generate substantial financial
revenues and to motivate researchers to develop increasingly sophisticated and hard-to-
understand systems for the uninitiated, lawmakers are now focusing on drawing general
boundaries, so passion and greed won’t destroy the European system of democratic
values.

In this respect, Chapter II of the European Artificial Intelligence Act lists the
prohibited practices in the creation and use of artificial intelligence by setting out the
red line of action for manufacturers and suppliers of artificial intelligence systems. One
of the practices that are expressly prohibited is use by Al systems traded in the EU of
subliminal techniques that may significantly distort the user's behavior without their
consent or that may harm their physical or mental integrity. It is also forbidden to exploit
human vulnerabilities caused by physical or mental disabilities by using Al systems
capable of manipulating these deficiencies in order to change the behavior of the data
subjects.

European Artificial Intelligence Act also prohibits placing on the market or
using the Al systems by public authorities or other public or private entities having as
the final scop assessing or classifying individuals based on their social behavior,
personal characteristics or personality, known or expected, based on a score related to
their social behavior. It is also prohibited any kind of assessments or classifications
made by Al systems that could lead to discrimination or to unjustified or
disproportionate treatment for citizens’'. The same emphases on human rights
protection can also be observed in the Chinese regulation, as Art. 4 paragraph 2 of
Interim Measures for the Management of Generative Artificial Intelligence Services is
stating: "during processes such as algorithm design, the selection of training data,
model generation and optimization, and the provision of services, effective measures
are to be employed to prevent the creation of discrimination such as by race, ethnicity,
faith, nationality, region, sex, age, profession, or health".

Another topic of public interest is real-time remote biometric identification.
This possibility has not remained indifferent to the European institutions, so European
Artificial Intelligence Act expressly prohibits the use of this practice in public spaces
in order to ensure compliance with the law, except situations where identification is
needed to search for potential victims of crime, including missing children, to protect
the population against imminent and substantial terrorist attacks, or to detect, locate,
identify or prosecute perpetrators or suspects of crime, if a European arrest warrant has
been issued in this propose, according to specific European regulations®*. Even in these
exceptional situations, the use of "real-time" remote biometric identification systems
will consider the following: the nature of the situation that determines the possible use,

31 Soliman, M.M., Ahmed, E., Darwish, A. et al., “Artificial intelligence powered Metaverse: analysis,
challenges and future perspectives”, Artificial Intelligence Review 57, 36 (2024). https://doi.org/10.1007/s
10462-023-10641-x.

52.2002/584/JTHA: Council Framework Decision of 13 June 2002 on the European arrest warrant and the
surrender procedures between Member States - Statements made by certain Member States on the adoption
of the Framework Decision (OJ L 190, 18.7.2002).
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in particular the severity, probability and extent of the damage caused in the absence of
use of the system; respectively the consequences of using the system on the rights and
freedoms of all persons concerned, in particular, the seriousness, likelihood and extent
of those consequences®”.

As all other measures that limit individual rights and freedoms, real-time
remote biometric identification practices require prior authorization from a judicial
authority or an independent administrative authority of the EU Member State in whose
territory that measure is to be applied, except in duly justified emergency situations,
where the application of the measure may begin without authorization and may be
requested during or after use.

The granting of authorization or the mandate of the court must be based on
objective evidence or clear indications that the use of the remote biometric identification
system is necessary and proportionate to protect democratic values, the rule of law,
security and social security.

Both the General Data Protection Regulation (GDPR)** and the Cyber Security
Regulation® have established rules to ensure the security of personal data but also the
security of computer systems and networks that process sensitive data. Basically, the
two European regulations have prepared the process of adoption of a European legal
framework on artificial intelligence. The ability of the European institutions to propose
legislative measure through Regulations, directly applicable throughout the EU, and not
to leave a wide margin of interpretation of the rules by transposing them at national
level, should be noted.

The subject of biometric identification also represents an important matter for
the Chinese Law. On 13™ of March 2025, the Chinese Ministry of Public Security
released the Security Management Measures for the Application of Facial Recognition
Technology, a specific regulatory framework, elaborated on the rule that such practices
"shall have a specified purpose and be fully necessary, employ the means with smallest
impact on individual rights and interests, and implement strict protective measures"®.
Even the Chinese society it is not considered a democratic one, the legal framework in
the area of biometric identification offers legal guarantees for the individual privacy
limiting the use of such digital instruments in public and private places (art. 12 and art.
13). Processors of biometric data must implement robust security measures to protect

33 Zhang, D., Finckenberg-Broman, P., Hoang, T. et al., “Right to be forgotten in the Era of large language
models: implications, challenges, and solutions”, A Ethics 5, pp. 2445-2454 (2025), https://doi.org/10.10
07/s43681-024-00573-9.

34 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free movement of
such data, and repealing Directive 95/46/EC (General Data Protection Regulation), available at: https://eur-
lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679.

35 Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April 2019 on ENISA
(the European Union Agency for Cybersecurity) and on information and communications technology
cybersecurity certification and repealing Regulation (EU) No 526/2013 (Cybersecurity Act), available at:
https://eur-lex.europa.cu/eli/reg/2019/881/oj/eng.

36 Art. 4 of Security Management Measures for the Application of Facial Recognition Technology, text
available at: https://www.chinalawtranslate.com/en/facial-rec-2025/.
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the information from unauthorized access, leakage, or misuse. Art 15 of the above-
mentioned act mandates that biometric data, especially facial information, should be
stored locally on the device and not transmitted over the internet unless necessary and
with separate consent. Also, organizations that process a large amount of biometric data
(over 100,000 individuals) are required to file with and be supervised by the provincial
cyberspace authority.

While Personal Information Protection Law of the PRC and the Security
Management Measures for the Application of Facial Recognition Technology provide
increased protection for individuals, they also maintain broad exemptions for public
security and national interests. This dual-purpose framework means that law
enforcement and state organs have significant leeway to collect and use biometric data
for purposes related to public safety and national security, often without the same
consent and transparency requirements that apply to private companies. While the EU
legal framework clearly defines social security interests and establishes explicit
procedures for restricting fundamental rights in the name of security, Chinese law
allows a very broad margin for such practices. It does so without defining these interests
or setting strict rules for state intervention in an individual's private life. These minor
legal differences are precisely what distinguish a European society, based on the
principle of the rule of law, from Chinese society, which operates on the absolute
presumption of good faith by state authorities in their relationship with the citizen.
Based on this presumption, there are areas, such as biometric identification, where
regulation is broad. Strict procedures for government intervention, which are standard
at the European level, are simply not established.

Transparency in the implementation and use of Al systems is the key factor that
can ensure public confidence in these new technologies. The citizen's fear of being
forced to submit to a decision made by a computer algorithm or a machine equipped
with its own intelligence, which would restrict certain fundamental rights and freedoms
without the right to appeal, will generate reluctant behavior in connection with the
assimilation of Al systems in the socio-economical life of the human communities.

In this time of transit from the human to the digital society, the citizens' trust in
Al-based systems can only be built on a clear legal framework, accepted by all parties
involved in this process of technological transformation, meaning that the legislative
efforts initiated by the European Commission can only be welcomed.

Ensuring respect for the fundamental rights of the human being must be the
central starting point for all this legal construction. Far from reaching an unanimously
accepted first conclusion, lawyers and programmers need to find a form of dialogue that
will help them understand each other, research and propose common regulatory
solutions that support technological advancement with a proper respect and preservation
of humanity.

4. Conclusions

The discussions about the interaction of fundamental rights and the
technological revolution specific to the Industry 4.0 era are just beginning. On one side
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of the table, we find lawyers and human rights activists, and on the other side are
positioned the pioneers of technology and artificial intelligence. The first ones are
concerned with saving humanity and human dignity; the latter ones seek to overcome
with dizzying speed all the current technological barriers that stand in the way of
automatic industrial processes. Humanity versus economic efficiency.

These divergent discourses were also observed at the recent World Artificial
Intelligence Conference (WAIC), held in Shanghai, during July 2025, when China
advocated for the immediate creation of a global organization for cooperation in the
field of Al The role of this organization would be to regulate artificial intelligence
uniformly, at a global level, and, also, imposing rules accepted by all the actors
involved, following the model of the Geneva Convention on the sale of goods or the
WIPO Convention on copyright.

China’s efforts to establish a global governance framework for Al come as a
response to the Washington’s restrictions on exports of advanced microchips and
equipment to Beijing. While the Trump administration advocates for a major
deregulation of Al, giving tech giants full freedom to deploy new technologies, China’s
leadership is calling for a uniformization of the technology market and global policies
based on equal rights to use artificial intelligence for all states and companies.

This is just the beginning of the debate, because the freshness of the field is
challenging states and big tech companies to collaborate and enable responsible
industrial development in relation to citizens’ rights. Europe has already taken the first
steps in the field of regulation, trying to create a fair internal market for Al products and
to benefit economically from the deployment of new technologies.

As a conclusion, the subject of artificial intelligence is the absolute novelty of
the era in which we live, and the way we manage the new technologies will lead
humanity either towards a dilution of the human essence and the division of the world
into societies - connected and disconnected - with the associated financial advantages,
or towards an inclusive society, where technology will be in the service of human
beings, treated equally and with unrestricted access to Industry 4.0 or Industry 5.0
resources.
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