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 Abstract 

 The smart shipping and maritime technology encompass blockchain and smart 

contracts technology, information perception technology, intelligent decision-making 

technology, intelligent routing technology, marine communication network security technology, 

route planning technology, autonomous navigation technology, state monitoring and fault 

diagnosis technology and so on. Nevertheless, these advancements bring practical and legal 

challenges, as well as a new threat in the digital age: cybercrime. This paper deals with the key 

challenges and opportunities associated with the integration of digital technologies in shipping 

and transport such as smart contracts and unmanned ships, and how do cyber issues impact the 

safety, security, and efficiency of maritime operations. The first part examines the technological 

background into which smart contracts are integrated and operate, i.e. the terms blockchain and 

technology distributed ledger technology. The concept, the mechanism and the types of smart 

contracts in the maritime industry are further analysed. Also, the aspects of new technologies 

such as Autonomous Vessels and the challenges they raise are examined. The second part focuses 

on the legal potential of smart contracts examining their issues and the cyber challenges in the 

maritime industry. The critical remarks and conclusions drawn are listed at the end of the paper. 
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 Introduction to digitalisation and maritime sector 

  

 In the digital age of maritime transportation, vessels have been equipped with 

digitalized systems such as access control, power management, cargo handling, 

propulsion, and machinery systems.3 This has established real-time connectivity 
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between shore operations and ships. Moreover, the shipping industry appears poised to 

transition into a new era marked by unmanned and autonomous vessels. The smart 

shipping and maritime technology encompass blockchain and smart contracts 

technology, information perception technology, intelligent decision-making technology, 

intelligent routing technology, marine communication network security technology, 

route planning technology, autonomous navigation technology, state monitoring and 

fault diagnosis technology and so on. Obviously, the development of intelligent ships 

must strengthen the amendment and improvement of maritime conventions and laws4. 

 However, new relevant laws, regulations and norms should be introduced 

where the existing ones prove to be inadequate to deal with legal issues arising from the 

smart shipping and maritime technology. Nevertheless, these advancements bring 

practical and legal challenges, as well as a new threat in the digital age: cybercrime. 

While the widespread adoption of these technologies is expected to yield substantial 

benefits, reducing incidents arising from human errors and enhancing energy efficiency, 

it is crucial to acknowledge the associated risks. The integration of digitalization, 

connectivity, and automation introduces vulnerabilities such as cyber attacks, posing 

threats to human safety, loss of life, and significant financial implications.  

  This paper deals with the key challenges and opportunities associated with the 

integration of digital technologies in shipping and transport such as smart contracts and 

unmanned ships, and how do cyber issues impact the safety, security, and efficiency of 

maritime operations. Furthermore, its aim is to focus on the new threat that of 

cybercrime. On this article, the dogmatic legal method is followed, assisted by the 

socio-legal approach method. 

  In summary, this work is structured in two parts. The first part examines the 

technological background into which smart contracts are integrated and operate, i.e. the 

terms blockchain and technology distributed ledger technology and their legal 

perspectives. The concept, the mechanism and the types of smart contracts in the 

maritime industry are further analysed. Also, the aspects of new technologies such as 

Autonomous Vessels and the challenges they raise are examined. The second part 

focuses on the legal potential of smart contracts examining their issues and the cyber 

challenges in the maritime industry. The critical remarks and conclusions drawn are 

listed at the end of the paper.  
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Part 1. 

 

 1.1. Blockchain tech: optimizing shipping through smart contracts 

 

 1.1.1. Technological background, legal perspectives and benefits of smart 

contracts 

  

 In recent years, there has been a growing interest in Distributed Ledger 

Technology (DLT) for blockchain networks5 and smart contracts6, disrupting the 

financial sector. The adoption of this technology extends beyond private entities to 

governments and international organizations. Smart contracts, dependent on DLT like 

blockchain, enforce agreements by digitally recording code on the blockchain or other 

distributed ledgers. Blockchain, functioning as an encrypted database, ensures secure 

synchronization of data across a network, providing reliability and trust among parties. 

In the shipping industry, blockchain7 can replace traditional paperwork, offering 

efficiency gains and cost savings. 

  A smart contract was defined as ‘a computerized transaction protocol that 

executes the terms of a contract’.8 Actually, Smart contracts written on the blockchain, 

execute commands based on predefined terms, automating actions like payment 

transfers and inventory monitoring.9 Consequently, Smart contracts, powered by 

blockchain technology, offer a spectrum of advantages encompassing accuracy, 

autonomy, cost savings, security, transparency, and efficiency.10 The vital characteristics 

of smart contracts are automaticity and enforceability. The essence of automaticity lies 

 
5 Ratajczak-Mrozek, M., & Marszałek, P. (2022). Digitalization and firm performance: Examining the 

strategic impact. Palgrave Macmillan, Smart Contracts: Main Characteristics and Applications, Blockchain 

as a Basis for Smart Contracts. (n.d.).     
6 Szabo, N. (1996). Smart contracts: Building blocks for digital markets. Retrieved January 28, 2024, from 

http://www.fon.hum.uva.nl/rob/Courses/InformationInSpeech/CDROM/Literature/LOTwinterschool2006

/szabo.best.vwh.net/smart_contracts_2.html, According to Szabo (1996), a "smart contract is a 

computerized transaction protocol that executes the terms of a contract." Smart contracts are applicable in 

the blockchain arena, where the blockchain qualifies the smart contract by building on its distributed ledger. 
7 Characteristically, the maritime industry, with its $16 trillion annual goods transport value, spends 7% of 

global commercial transactions on documentation. Blockchain implementation, exemplified by Maersk’s 

collaboration with IBM (2018), offers benefits such as accurate ETA and enhanced cybersecurity (although 

in 2022 A. P. Moller – Maersk and IBM announced that they have decided to discontinue their much-hyped 

TradeLens offering, a blockchain-enabled global trade platform. While the Maersk-supported offering is 

going offline, the industry remains committed to digitalization and analysts are saying there remains a place 

for blockchain applications. See more at https://maritime-executive.com/article/maersk-and-ibm-abandon-

blockchain-tradelens-platform. 
8 In lectures, Szabo has also defined a smart contract as ‘a protocol that helps execute the terms of a 

contract’. See Szabo, Ν. (1994). Smart Contracts. February 8, 2024 from https://www.fon.hum.uva.nl/rob/ 

Courses/InformationInSpeech/CDROM/Literature/LOTwinterschool2006/szabo.best.vwh.net/smart.contr

acts.html. 
9 De Caria, R. (2019). Definitions of smart contracts: Between law and code. In L. A. DiMatteo, M. 

Cannarsa, & C. Poncibò (Eds.), The Cambridge handbook of smart contracts, blockchain technology and 

digital platforms (pp. 19-36). Cambridge University Press. 
10 See Zheng, Z., Dai, H.-N., & Wu, J. (2021). Opportunities brought by blockchain intelligence. In 

Blockchain intelligence: Methods, applications and challenges (pp. 9-13). Springer. 
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in the contract being performed automatically, without the need for human 

intervention.11 Smart contracts can essentially ensure contract enforcement.12 For 

example, if a condition specified in a smart contract is satisfied, the triggered statement 

will automatically execute the corresponding function in a predictable manner.13 

  A contract represents a legally binding agreement.14 The unique aspect of smart 

contracts lies in the scenario where enforcement is not carried out by public legal 

authorities, but rather through the terms and mechanisms outlined within the contract 

itself. In the conventional legal recourse for breach of contract, the injured party 

typically resorts to a court of law or equity to seek monetary damages, restitution, or 

specific performance.15 However, in the case of a smart contract, the injured party must 

approach the court to address an already executed contract or one that is currently in 

progress. This is due to the inherent nature of a robust smart contract, which is either 

completed or in the process of execution by the time the court intervenes. Consequently, 

any remedy sought must occur post-factum to either annul or modify the agreement in 

some way.16 

  Most of the benefits arising from the new technology are in fact based on two 

elements, which represent a source of innovation for general contract law. The ‘self-

executing’ character should eliminate the occurrence of contractual breaches, whereas 

the ‘self-enforcing’ character makes it unnecessary to turn to the courts in order to obtain 

legal protection.17 In addition, the code does not theoretically require interpretation, as 

it should not entail the need to explain ambiguous terms.18 Currently, it is not clear 

whether smart contracts will diminish transaction costs, due to the complexity of digital 

solutions and the need to acquire the necessary knowledge.19 For reasons that will be 

outlined, costs of implementation seem not to harm the potential spread of smart 

 
11 See Jones, I. (2019, November 22). Legal statement on cryptoassets and smart contracts – The 

breakdown. Lexology. Collyer Bristow LLP. Retrieved February 15, 2024, from https://www.lexology. 

com/library/detail.aspx?g=002956de-cd49-46ab-9218-80a1cc92ad3#:~:text=The%20UK%20jurisdiction 

%20taskforce%20of,are%20enforceable%20by%20the%20c.  
12 As far as the legal status of Smart Contracts see Papantoniou, A. A. (2020). Smart contracts in the new 

era of contract law. Digital Law Journal, 1(4). 
13 See especially at Zheng, Z., Dai, H.-N., & Wu, J. (Eds.). (2021). Blockchain intelligence methods, 

applications and challenges. (pp. 9-13). Springer. 
14 See Contracts (Applicable Law) Act 1990, the UK. 
15 See Di Matteo, L. (2019). Smart contracts and contract law. In L. A. DiMatteo, M. Cannarsa, & C. 

Poncibò (Eds.), The Cambridge handbook of smart contracts, blockchain technology and digital platforms 

(Cambridge Law Handbooks). Cambridge University Press, Smart contracts under English law. (n.d.). 

Norton Rose Fulbright. Retrieved March 8,2024, from https://www.nortonrosefulbright.com/en/inside-

disputes/blog/202202-smart-legal-contracts-under-english-law-introduction. 
16 See analytically Raskin, M. (2017). The law and legality of smart contracts. Georgetown Law Technology 

Review, 1, 305. Retrieved March 8,2024 from https://perma.cc/673G-3ANE.  
17 See Finck, M. (2019). Grundlagen und Technologie von Smart Contracts. In M. Fries & B. P. Paal (Eds.), 

Smart Contracts (pp. 4-8). Mohr Siebeck. 
18 Cannarsa, M. (2018). Interpretation of contracts and smart contracts: Smart interpretation or 

interpretation of smart contracts? European Review of Private Law, 26(6), 773. 
19 See, in this regard, Janssen, A. (2019). Demystifying smart contracts. In C. J. H. Jansen et al. (Eds.), 

Onderneming en Digitalisering (pp. 15–29). Wolters Kluwer. 
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contracts, especially in the fields of consumer contracts and the Internet of Things.20 

 

 1.1.2. Smart contracts and shipping industry 

 

  Classification of smart contracts can be based on functionality and autonomy, 

with potential applications in shipbuilding contracts, leased equipment, charter parties, 

marine insurance, and the carriage of goods. In shipbuilding contracts, a smart contract 

could automate the payment of agreed installments upon specific trigger events, such 

as keel laying. In the case of leased digital equipment or digitally controlled machinery 

like radar, engines, a smart contract could deactivate the equipment if the lessee fails to 

make lease payments. Within charter parties, automated payment of hire could be 

facilitated by a smart contract, contingent on the vessel meeting predefined performance 

criteria, such as speed, or for the automatic calculation and disbursement of demurrage. 

 In the realm of marine insurance, a smart contract could autonomously collect war 

premiums based on the vessel’s navigation in specific areas. Furthermore, a practical 

example could be a P&I Club streamlining its entry procedures. A ship owner aiming 

to register their vessel(s) with the Club could easily do so through an online platform, 

with automated software making the decision on acceptance. Additionally, even for 

smaller pleasure craft, it is currently possible to obtain an insurance quote through 

online channels. In the carriage of goods, smart contracts might automate freight 

payments upon the vessel’s arrival at the port of destination. Expanding beyond 

maritime law, events in the carriage of goods, such as the delivery of a container to the 

carrier, could trigger a smart contract to execute payment of the sales price to the seller.21  

  

 1.2. Unmanned vessels: embracing opportunities and overcoming 

challenges 

 

 1.2.1. Automation in shipping 

  

 The physical systems that control shipping are on the cusp of a digital 

transformation. Crewless vessels, automated cargo handling, paperless shipping, 

blockchain and other new fringe technologies, open up staggering opportunities to 

improve efficiency and safety. An interconnected world looks like becoming an 

‘internet of things’ (IoT) – physical objects embedded with the computing power 

required to collect, process, and transmit data.22 

  Artificial intelligence is advancing rapidly, marking the second phase of digital 

 
20 See analytically at Sirena, P., & Patti, F. P. (2021). Smart contracts and automation of private 

relationships. In H.-W. Micklitz, O. Pollicino, A. Reichman, A. Simoncini, G. Sartor, & G. De Gregorio 

(Eds.), Constitutional challenges in the algorithmic society (pp. 315-330). Cambridge University Press. 
21 See Stevens, F. (2023). Smart contracts in shipping. In Nomiki Vivliothiki (Ed.), The protection of the 

maritime business in a changing, regulatory, and practical environment: 10th International Conference of 

Maritime Law. pp.149-181.  
22 See analytically at (2024, March 3). Maritime law, digital shipping, and the challenge of cybercrime. 

DCN Magazine. Retrieved March 8, 2024, from https://www.thedcn.com.au/dcn-magazine/maritime-law-

digital-shipping-and-the-challenge-of-cybercrime/. 
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transformation that is impacting the maritime industry. The development of Marine 

Autonomous Surface Ships (MASSs)23 is propelled by various factors. Military interests 

in numerous states are naturally attracted to these projects, while shipowners are also 

expressing interest in the advancement of autonomous vessels. The driving factors for 

shipowners include the potential for improved economic efficiency, enhanced safety, 

and better environmental protection. 

  The progress in autonomous ship development holds the promise of operating 

vessels more efficiently than the current standards. This improvement is attributed to 

increased loading capacity, reduced crew requirements, lower fuel costs, and decreased 

emissions. The space on ships currently allocated for the crew could be repurposed as 

cargo holds, and the hull design may be optimized for better aerodynamics. Moreover, 

automating specific functions onboard ships would diminish the influence of the 

‘human factor’, potentially leading to a decrease in accidents and incidents at sea. 

  The Maritime Safety Committee (MSC) of the International Maritime 

Organization (IMO)24 has identified in its work four different levels of automation: 

 1. Ships with automated processes and decision support. Seafarers are on board 

to operate and control shipboard systems and functions. Some operations may be 

automated. 

 2. Remotely controlled ships with seafarers on board. The ship is controlled and 

operated from another location, but seafarers are on board. 

 3. Remotely controlled ships without seafarers on board. The ships are 

controlled and operated from other locations. There are no seafarers on board. 

 4. Fully autonomous ships. The operating system of these ships is able to make 

its own decisions and determine actions by itself.25 

  The operation of autonomous ships is closely related to the roles of the master 

and crew on board, a feature that affects the full spectrum of applicable maritime laws 

and regulations. Regulatory frameworks governing the maritime industry have had to 

adapt over the years to accommodate new technologies, yet they do not take into 

consideration the operation of ships without a crew. Therefore, the traditional on-board 

roles of the master and crew, as well as artificial intelligence and shore-based staff 

supervising remotely controlled or autonomous ships will need to be assessed and 

 
23 Generally, MASS routinely operate with little or no human involvement and have some or all of the 

following characteristics. They are man-made and unmanned assets which operate in the marine 

environment; they are also capable of being operated untethered (i.e. without the use of a fibre optic or a 

wired communications link) or by any other form of direct control (e.g. radio, acoustic) although it is 

accepted that an MASS may also be capable of receiving and acting on further instructions sent to it (e.g. 

a MASS controlled by a shore operator); they are capable of moving through the surrounding water mass 

using an onboard power source; and finally, once deployed, they can be controlled by onboard computers 

using ‘artificial intelligence’ (‘AI’) and/or remotely operated via a wireless link to a shore-based controller. 

See at Soyer, B., & Tetenborn, A. (2020). New technologies, artificial intelligence and shipping law in the 

21st century. (pp. 67-89). Informa Law Routledge. 
24 In fact, the IMO has recently concluded a regulatory scoping study, where it was noted that the best way 

to address this issue is through the development of a goal-based legal instrument. The initial target date for 

developing such an instrument is set, rather optimistically, for 2028. 
25 See analytically at International Maritime Organization. (2018, May 23). IMO Doc. MSC/C 99/WP.9, 

Annex 1, para. 4.  
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redefined.26  

 

 1.2.2. Artificial intelligence and MASS challenges 

  

 The accountability for an unmanned fully autonomous Maritime Autonomous 

Surface Ship (MASS) controlled by AI27 remains uncertain. The question arises as to 

whether the responsibility lies with the AI itself, the shipowner, those programming the 

AI, or those maintaining and updating it. It is unclear if any or all of these entities could 

be held responsible for the ship’s actions. Those developing or programming AI might 

argue that AI, by its nature, is flawless, making it impossible for AI to be considered, 

‘at fault’. This could lead to conflicts between the concept of ‘no-fault AI’ and liability 

regimes based on identifying causative fault.28 

  In the case of an unmanned fully autonomous MASS controlled by AI, it might 

have no liability without a determination of the causative fault. In contrast, a manned 

or remotely controlled MASS would always be deemed responsible in a collision with 

an unmanned MASS using ‘no-fault AI’. A paradoxical situation could arise if two 

unmanned MASS using ‘no-fault AI’ collided, as neither could be held accountable. 

The perspective is put forth that accidents are inevitable, whether involving two 

unmanned MASS using AI or a collision between a manned ship and an unmanned 

MASS using AI. Without amendments to fault-based regimes, a comparative fault 

analysis may still be required.29 The analysis could hinge on technical factors, such as 

determining whether AI actions could be considered faulty, including issues related to 

program design or updates. The question of attributing such faults to the shipowner, 

operator, or software designer arise. The submission suggests that shipowners are likely 

to face liability for acts or omissions attributable to them, either through contractual 

arrangements with AI developers or vicariously based on AI actions. Clear amendments 

to P&I Club rules and the Pooling Agreement are deemed necessary, particularly in 

defining terms like ‘control,’ ‘operator’, and ‘operation’, to distinguish between 

navigation controlled ashore, commercial operations conducted ashore, and, more 

broadly for insurance purposes, an interest in a ship’s operation.30 

  The existing blockchain applications show that the benefits of blockchain have 

been very well perceived by the maritime sector. However, challenges remain and need 

 
26 See especially technological developments and emerging issues in the maritime industry, available 

atUNCTAD. (2018). Review of maritime transport 2018 [PDF]. Retrieved March8, 2024, from 

https://unctad.org/system/files/official-document/rmt2018_en.pdf.   
27 As far as the EU is concerned, a formalised definition is provided for in the draft Regulation. Article 3(1) 

defines AI as software that is developed with one or more of the techniques and approaches listed in 

Annex I7 and can, for a given set of human-defined objectives, generate outputs such as content, 

predictions, recommendations, or decisions influencing the environments they interact with. 
28 I.e. including the Convention for the Unification of Certain Rules of Law with respect to Collisions 

between Vessels of the 23rd of September 1910. 
29 I.e. a strict liability regime could conceivably be used to tackle such issues. 
30 See characteristically at Ringbom, H., Røsæg, E., & Solvang, T. (2020). Autonomous ships and the law 

(IMLI Studies in International Maritime Law). Routledge. In P&I Club challenges in respect of MASS (pp. 

197–204). 
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to be addressed for successfully implementing the technology across the sector to cover 

its different use cases and allow more widespread adoption for optimal result.31 

 

Part 2. 

  

 It became obvious from the previous analysis that smart contracts constitute a 

fundamental pilar of the digitalization32 in the maritime industry. Consisting of an 

inherent part of the blockchain technology33 it is a common belief that maritime industry 

is being revolutionized and oriented towards the digital transformation. Transactions 

are executed in a digital form, many shipping operations are implemented automatically 

and new digital tools replace manual tasks34.  

  The impact of blockchain technology on maritime trade has been thoroughly 

demonstrated through the previous section, especially on the ground of smart contracts. 

Undoubtedly, its effect is tremendous both from economic and managerial aspect and 

mainly consists of traceability of goods, certification, automation, time and date 

stamping35. However, from the legal point of view, there can be raised serious concerns 

on the use of smart contracts in maritime trade which will be exposed below.  

 

 2.1. The legal potential of smart contracts – tracing obscure issues  

  

 Despite the fact that smart contracts could be widely used in the maritime 

 
31 See more at Prieto, J., Benítez Martínez, F. L., Ferretti, S., Arroyo Guardeño, D., & Nevado-Batalla, P. 

T. (2023). Assessing blockchain challenges in the maritime sector. In Blockchain and Applications: 4th 

International Congress. pp. 13-23, Springer. 
32 The term ‘digitalization’ refers to the application of technology to the establishing of new business 

models, processes, software, and systems that result in the increase of revenue, growth of competition, and 

higher efficiency. European Parliament has issued significant guidelines on this topic and in terms of the 

European Union’s policy on digital transformation, it is included among its highest priorities. See 

Kouroupis, K. (2023). Digital transformation-Digitalization in the COVID-19 era. In The Impact of the 

Covid-19 Pandemic on Human Rights (pp. 34–37). Logos Verlag Berlin. Matarazzo, M., Penco, L., 

Profumo, G., & Quaglia, R. (2021). Digital transformation and customer value creation in Made in Italy 

SMEs: A dynamic capabilities perspective. Journal of Business Research, 123, 642–656. https://doi.org/ 

10.1016/j.jbusres.2020.10.033. 
33 According to the scientific interpretation of the term, blockchain technology corresponds to ‘Recording 

mode for continuously produced data, in the form of blocks linked together in the chronological order of 

their validation, each of the blocks and their sequence being protected against any modification’ (Computer 

Vocabulary (list of adopted terms, expressions, and definitions) (JORF n°0121, May 23, 2017, p. 27). In 

addition, it is widely known as Distributed Ledger Technology (DLT) which is a unified term for a broader 

technology than blockchains which refers to a particular application. See Arif, P., Robb, A., Balachandran, 

V., & Rohde, F. (2021). Distributed ledger technology: Its evolutionary path and the road ahead. 

Information & Management, 58(3), 103, 316. 
34 See a broad analysis on the issue in Lasmoles, O., & Diallo, M. T. (2022). Impacts of blockchains on 

international maritime trade. Journal of Innovation Economics & Management, 2022(1) (N° 37), 91–116. 
35 At this point see Dutta, P., Choi, T.-M., Somani, S., & Butala, R. (2020). Blockchain technology in supply 

chain operations: Applications, challenges and research opportunities. Transportation Research Part E: 

Logistics and Transportation Review, 142, 1–33.  
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industry36 offering a broad range of benefits in business processes,37 there can be argued 

strong arguments against them. First of all, their proper legal nature poses serious 

questions about their validity. The smart contract is not a contract in the sense of positive 

law. It is the computer codification on a blockchain of clauses contained in a real 

contract duly signed by the parties. It is therefore not an independent or self-sufficient 

agreement, but the computer encoding of the clauses of an agreement38. By the 

technological evolution, the smart contracts act in a decentralize manner in the sense 

that they are operated automatically without human intervention39. Signed by the 

contracting parties, a smart contract lacks proper validity since it is not an independent 

agreement but the computer encoding of the clauses of an agreement, despite whatever 

futuristic approach might be adopted40. In addition, till present, there is nor legal binding 

regulatory framework on smart contracts neither a uniform definition. Thus, with the 

absence of a public authority which would guarantee the monitoring of the transactions, 

there can be raised serious concerns regarding their legal recognition and enforceability.  

  The aforementioned argument can be enhanced by the fact that since the 

contracting parties might not be sufficiently or totally familiar with the blockchain 

technology – which constitutes the base of the smart contract – their consent might not 

be free, explicit and the result of an objective and adequate prior information41. This 

comes contrary to the general rule in contract law which predicts that in order to draw 

up a contract a coincidence of the declarations of will is required, with which the 

contracting parties agree as to the intended legal result and this leads to the fact that the 

parties are mutually bound by the regulation of the chosen legal relationship42.  

  Therefore, that aspect regarding the nature of the consent given may also poses 

risks to the validity of the smart contract. In the meanwhile, in the event of a dispute or 

failure in the execution of a smart contract, determining liability can be challenging. 

 
36 See BIMCO. (n.d.). BIMCO SmartCon information and available contracts. Retrieved March 8, 2024, 

from https://www.bimco.org/contracts-and-clauses/create-a-contract/smartcon/smartcon-information-and-

available-contracts. 
37 BIMCO can only guess what the future holds for charter parties and other shipping industry contracts. 

The standard terms and conditions they provide will certainly make the task of contracting easier, but they 

are essentially an inanimate body of words. One of the drivers behind the development of SmartCon has 

been the ambition to increase the distribution and use of BIMCO contracts. SmartCon is the start of a 

process by BIMCO to investigate how charter parties and other maritime contracts might be used in the 

future. Making sure that people can easily obtain authentic copies of BIMCO contracts is one important 

aspect. See more analytically Hunter, G. (2020). Smart contracts: The BIMCO experience. In B. Soyer & 

A. Tetenborn (Eds.), New technologies, artificial intelligence and shipping law in the 21st century. (pp.17-

21). Informa Law Routledge.   
38 Weber, R. (2019). Smart contracts: Do we need new legal rules? In De Franceschi & Schulze (Eds.), 

Digital Revolution-New Challenges for Law (p. 299). C.H. Beck-Nomos. 
39 De Caria, R. (2019). Defining smart contracts: The search for workable legal categories. In N. Aggarwal 

et al. (Eds.), Autonomous Systems and the Law (p. 27). C.H. Beck-Nomos. 
40 Sklaroff, J.-M. (2018). Smart contracts and the cost of inflexibility. University of Pennsylvania Law 

Review, 166, 263–303. 
41 Those components, meaning explicit, free and the result of an objective, adequate and prior information 

are provided by the relevant provisions of the General Data Protection Regulation, especially articles 5 and 

6.   
42 DiMatteo, L. A. (2023). Principles of contract law and theory. (pp. 20-36). Elgar Publishing.  
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Smart contracts operate based on predefined code, and if the code has flaws or if 

external factors impact its execution, parties may need to establish responsibility and 

potential remedies43. 

  Another risk posed by the use of smart contracts in the maritime industry is 

connected with issues of data protection and privacy in combination with the rise of 

artificial intelligence. In fact, the maritime industry involves the processing of various 

data, including personal information. Smart contracts may interact with and store such 

data. Ensuring compliance with data protection regulations, such as GDPR, is crucial 

to avoid legal consequences. However, the above requirement is not easy to apply. 

Firstly, it has been thoroughly demonstrated that the smart contract is based upon the 

blockchain technology which may produce a various range of services. Therefore, 

principles such as the data minimization, purpose limitation and storage limitation may 

not be respected. In addition, since the blockchain technology corresponds to an AI tool, 

issues of transparency, accuracy and integrity are not only crucial but also ambiguous 

due to the complexity of the contracting parties. Moreover, the maritime industry 

involves numerous stakeholders, each potentially using different systems and platforms. 

Ensuring interoperability among smart contract platforms is essential to prevent 

fragmentation and legal uncertainties arising from incompatible systems. As far as the 

use of artificial intelligence serious questions are raised regarding transparency: how 

possible is to be adjusted with different standards and rules at the moment when there 

is no regulatory framework on AI44?  

 Finally, security is another crucial point which should be underlined. Smart 

contracts are executed on blockchain networks, which are generally considered secure. 

However, vulnerabilities in the code, cyberattacks, or other security breaches could 

compromise the integrity and confidentiality of the contracts and associated data. The 

potential for losses due to code errors or external factors need careful consideration. 

 The insurance industry may need to adapt its policies to cover risks related to 

smart contract use in the maritime domain. By design, blockchain’s distributed ledger 

divides its data across multiple jurisdictions. This creates issues around data protection 

policies and anti-trust rules. In addition, decentralisation means that if the system fails, 

liability isn’t clear. At the same time, cyber security attacks and ransomware incidents 

have risen in the maritime industry in 2023. According to a recent study by law firm 

HFW and maritime cybersecurity company CyberOwl, 14% of the maritime industry 

professionals responding to a survey said they had paid ransomware in 2023 to unlock 

IT networks and computers, compared with 3% in 202245. In a complex digital 

 
43 It is a common belief that blockchain technology is regarded as not yet fully developed because of the 

lack of appropriate standards and regulations. Consequently, the absence of a central authority may cause 

insecurity and uncertainty. See Jović, M., Filipović, M., Tijan, E., & Jardas, M. (2019). A review of 

blockchain technology implementation in shipping industry. Pomorstvo, 33(2). https://doi.org/10.31217/ 

p.33.2.3. 
44 Calvaresi, D., Mualla, Y., Najjar, A., et al. (2019). Explainable multi-agent systems through blockchain 

technology. In Lecture notes in computer science: International workshop on explainable, transparent 

autonomous agents and multi-agent systems (pp. 41–58). Springer. 
45 See further details about this issue in Wingrove, M. (2023, November 28). 14% of maritime industry hit 

by ransomware payments. Riviera Maritime Media. Retrieved February 8, 2024, from https://www.riviera 
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environment such as that of smart contracts how can maritime industry react against 

cyber attacks? This question constitutes the main core of the following section which is 

inevitably connected with cybersecurity matters.  

 

 2.2. Anticipating cyber challenges in the maritime industry 

  

 Although as it has been declared cyber space hides serious risks to the maritime 

environment, it should be underlined that at European level there is a lack of a 

consolidate and efficient regulatory framework. Certainly, International Maritime 

Organization has issued several guidelines in order to promote cyber security and 

prevent cyber attacks. The International Organization provides a useful context of the 

cyber area in maritime field. Thus, maritime cyber risk refers to a measure of the extent 

to which a technology asset could be threatened by a potential circumstance or event, 

which may result in shipping-related operational, safety or security failures as a 

consequence of information or systems being corrupted, lost or compromised.46 On the 

other hand, cyber risk management means the process of identifying, analysing, 

assessing and communicating a cyber-related risk and accepting, avoiding, transferring 

or mitigating it to an acceptable level, considering costs and benefits of actions taken 

to stakeholders. Finally, the overall goal is to support safe and secure shipping, which 

is operationally resilient to cyber risks.47  

  The above interpretations demonstrate the appropriate schema of IMO’s 

guidelines48 which is oriented to establish safe and secure shipping and tackle against 

cyber attacks. Certainly, it should be noticed that these guidelines are not legally binding 

but serve as a reference for establishing a cybersecurity framework.  

  Therefore, it is crucial to focus on the proper European institutional regulatory 

framework on the issue. Before proceeding to this direction, it would be useful to 

underline that cybersecurity is a broadly used term, whose definitions are highly 

variable both at academic and legal level, receiving a multidimensional context. As 

such, Kemmerer declares that ‘cybersecurity consists largely of defensive methods used 

to detect and thwart would-be intruders’49. According to Lewis, ‘Cybersecurity entails 
the safeguarding of computer networks and the information they contain from 

penetration and from malicious damage or disruption’50. It becomes obvious that 

 
mm.com/news-content-hub/news-content-hub/cyber-security-solution-unveiled-as-maritime-incidents-ri 

se-78685.  
46 See an intense presentation of IMO’s guidelines in the maritime industry regarding cyber security at 

International Maritime Organization. (n.d.). An intense presentation of IMO’s guidelines in the maritime 

industry regarding cyber security. Retrieved March 10, 2024, from https://www.imo.org/en/OurWork/ 

Security/Pages/Cyber-security.aspx.  
47 Ibid. 
48 International Maritime Organization. (n.d.). MSC-FAL.1-Circ.3-Rev.2 Guidelines on maritime cyber 

risk management. Retrieved March 10, 2024, from https://wwwcdn.imo.org/localresources/en/OurWork/ 

Security/Documents/MSC-FAL.1-Circ.3-Rev.2%20-%20Guidelines%20On%20Maritime%20Cyber%20 

Risk%20Management%20(Secretariat)%20(1).pdf. 
49 Kemmerer, R. A. (2003). Cybersecurity. Proceedings of the 25th IEEE International Conference on 

Software Engineering, 705–715. http://dx.doi.org/10.1109/ICSE.2003.1201257.  
50 Lewis, J. A. (2006). Cybersecurity and Critical Infrastructure Protection. Washington, DC: Center for 
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cybersecurity covers both technological and operational aspect since it implies a strong 

structured strategy towards a safe and powerful digital environment51.  

  Having clarified the meaning of special terms, we can move forward to the 

presentation of the regulatory framework on cyber security at the European Union’s 

level. The EU has been actively working on strengthening cybersecurity and the 

safeguarding of communication and data in multiple fields, including politics, energy, 

economy, healthcare, and the financial sectors, for quite some time now. These sectors 

have become increasingly dependent on digital technologies.  

  Before introducing to the list of regulations governing cyber security, it is 

crucial to highlight the decisive contribution in this field of ENISA (European Union 

Agency for Cybersecurity) which provides support to EU member states, businesses, 

and institutions in the cybersecurity sector and delivers solutions and improvements to 

the EU’s cybersecurity framework. Its role is to promote and support member states, 

businesses, and EU institutions in dealing with cyber attacks52. Thus, it plays a decisive 

role in drawing a critical infrastructure, cyber crisis management and cyber security 

policy which can be considered its principal tasks.  

  Especially in the maritime area, ENISA has published in 2019 ‘Good practices 

for Cybersecurity in the Maritime Sector – Port Security’, a report providing guidance 

for ports to strengthen their cybersecurity53. As it is explicitly mentioned, the main 

measures identified and suggested should be adopted by any competent authority and 

player in the field and are oriented towards the following directions:  

 - define a clear governance around cybersecurity at port level, involving all 

stakeholders involved in port operations. 

 - enforce the technical cybersecurity basics, like network segregation, updates 

management, password hardening, segregation of rights, etc. 

 - consider security by design in applications, especially as ports use many 

systems, some of which are open to third parties for data exchange. 

 - enforce detection and response capabilities at port level to react as fast as 

possible to any cyberattack before it impacts port operation, safety or security. 

  On 16 December 2020, the European Commission and the High Representative 

of the Union for Foreign Affairs and Security Policy presented a new EU Cybersecurity 

Strategy.54 The strategy represents an integral part of the European’s security, being a 

continuation of the EU Security Union Strategy. 

  The aims to safeguard a global and open Internet, while at the same time 

offering safeguards, not only to ensure security but also to protect European values and 

 
Strategic and International Studies. Retrieved March 8, 2024, from http://csis.org/publication/cybersecu 

rity-and-criticalinfrastructure-protection. 
51 See a thorough analysis regarding cybersecurity in Diakun-Thibault, N. (2014). Defining Cybersecurity. 

Technology Innovation Management Review, 4(10), 13–21. DOI:10.22215/timreview/835.  
52 See further details about the role and work of ENISA at the official site https://www.enisa.europa.eu/.  
53 The report is available at the official site of ENISA ENISA. (n.d.). How can EU ports tackle new cyber 

threats. Retrieved March 8, 2024, from https://www.enisa.europa.eu/news/enisa-news/how-can-eu-ports-

tackle-new-cyber-threats.  
54 Joint Communication to the European Parliament and the Council. The EU’s Cybersecurity Strategy for 

the Digital Decade. JOIN (2020) 18 final. 
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the fundamental rights of everyone. 

  Following the progress achieved under the previous strategies, it contains 

concrete proposals for deploying three principal instruments – regulatory, investment 

and policy instruments – to address three areas of EU action – (1) resilience, 

technological sovereignty and leadership, (2) building operational capacity to prevent, 
deter and respond, and (3) advancing a global and open cyberspace55. 

 

 2.2.1. Resilience, technological sovereignty and leadership. Resilient 

infrastructure and critical services 

 

  As mentioned in the overarching EU Security Strategy, at the core of the 

cybersecurity paradigm lies the Network and Information Systems Directive (NIS).56 In 

order to ensure a consistent approach as announced under the Security Union Strategy 

2020–2025, the reformed Directive is proposed together with a review of the legislation 

on the resilience of critical infrastructure. Energy technologies embedding digital 

components and the security of the associated supply chains are important for the 

continuity of essential services and for the strategic control of critical energy 

infrastructure. The Commission will therefore propose measures, including a ‘network 

code’ setting rules for cybersecurity in cross-border electricity flows for adoption by 

end 2022. The review is necessary to reduce inconsistencies across the internal market 

by aligning scope, security and incident reporting requirements, national supervision 

and enforcement and the capabilities of competent authorities. 

  NIS enabled member states to adopt a culture of security across all vital sectors, 

cooperate among themselves, by means of information exchange. Furthermore, it 

required member states to think proactively about cybersecurity and be equipped 

appropriately for emerging threats. 

  One of the key features of NIS is that it enforces a viable security requirements 

and incident notification system, under which (Article 14): (1) member states shall 

ensure that operators of essential services take appropriate and proportionate technical 

and organisational measures to manage the risks posed to the security of network and 
information systems which they use in their operations. Having regard to the state of 

the art, those measures shall ensure a level of security of network and information 
systems appropriate to the risk posed; (2) ensure that operators of essential services 

take appropriate measures to prevent and minimise the impact of incidents affecting the 

security of the network and information systems used for the provision of such essential 
services, with a view to ensuring the continuity of those services; and (3) ensure that 

operators of essential services notify, without undue delay, the competent authority or 

 
55 See more about the important topic of international investment in Cristina Elena Popa Tache, About the 

Human Rights and Consumer Protection in the Digital Age of Digital Services Act 2022 or What Aspects 

Interested Investors Should Pay Attention To, International Investment Law Journal, Volume 3, Issue 2, 

July 2023, pp. 121-132. 
56 Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 concerning 

measures for a high common level of security of network and information systems across the Union. 

Official Journal of the European Union. L 194/1. 
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the CSIRT of incidents having a significant impact on the continuity of the essential 

services they provide. 

  In respect to the overarching goal of European security, NIS achieved the 

following: 

 (1) contributed to improving cybersecurity capabilities at the national level by 

requiring member states to adopt national cybersecurity strategies and to appoint 

cybersecurity authorities;  

 (2) increased cooperation between member states at Union level by setting up 

various fora facilitating the exchange of strategic and operational information; and  

 (3) improved the cyber resilience of public and private entities in seven specific 

sectors and across three digital services by requiring member states to ensure that 

operators of essential services and digital service providers put in place cybersecurity 

requirements and report incidents. 

  Notwithstanding its notable achievements, NIS has also proven its limitations. 

The digital transformation of society (intensified by the COVID-19 crisis) has expanded 

the threat landscape and is bringing about new challenges which require adapted and 

innovative responses. The number of cyberattacks continue to rise, with increasingly 

sophisticated attacks coming from a wide range of sources inside and outside the EU. 

 The ex-post evaluation has highlighted the following drawbacks: 

 - the scope of NIS is too limited in terms of the sectors covered, mainly due to: 

(i) increased digitisation in recent years and a higher degree of interconnectedness (ii) 

the scope of the NIS Directive no longer reflecting all digitised sectors providing key 

services to the economy and society as a whole. 

 - NIS is not sufficiently clear when it comes to the scope for operators of 

essential services and its provisions do not provide sufficient clarity regarding national 

competence over digital service providers. 

 - NIS allowed wide discretion to the member states when laying down security 

and incident reporting requirements for operators of essential services. 

 - The supervision and enforcement regime of the NIS Directive is ineffective. 

 - The financial and human resources set aside by member states for fulfilling 

their tasks, and consequently the different levels of maturity in dealing with 

cybersecurity risks, vary greatly. 

 - Member states do not share information systematically with one another, with 

negative consequences in particular for the effectiveness of the cybersecurity measures 

and for the level of joint situational awareness at the EU level. 

  In order to respond to the growing threats due to digitalisation and 

interconnectedness, the proposed Directive on measures for high common level of 

cybersecurity across the Union (revised NIS Directive or NIS 2).57 

  Both EU Security and Cybersecurity Strategy identify NIS as cornerstone 

legislation when tackling threats to infrastructure and critical services and rely heavily 

on it in building up resilience and cooperation. In line with Article 23 of NIS that 

 
57 Proposal for a Directive of the European Parliament and of the Council on measures for a high common 

level of cybersecurity across the Union, repealing Directive (EU) 2016/1148. COM/2020/823 final. 
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requires the European Commission to review the functioning of this Directive 

periodically, as well as in line with key policy objectives of the aforementioned 

strategies, a proposal to revise NIS by introducing systemic and structural changes to 

the document (through a new directive) envisaging a more fundamental shift of 

approach towards covering a wider segment of the economies across the Union, yet 

with a more focused supervision targeting big and key players. 

  The proposal aims to address the deficiencies of the previous NIS Directive, to 

adapt it to the current needs and make it future-proof. To this end, the proposal expands 

the scope of the current NIS Directive by adding new sectors based on how crucial they 

are for the economy and society, and by introducing a clear size cap – meaning that all 

medium and large companies in selected sectors will be included in the scope. At the 

same time, it leaves some flexibility for Member States to identify smaller entities with 

a high security risk profile. 

  The proposal also eliminates the distinction between operators of essential 

services and digital service providers. Entities would be classified based on their 

importance, and divided into essential and important categories, which will be subjected 

to different supervisory regimes. 

 NIS 2 covers the following entities: 

 Essential entities: energy (electricity, district heating and cooling, oil and gas); 

transport (air, rail, water and road); banking; financial market infrastructure; health; 

manufacture of pharmaceutical products including vaccines; drinking water; waste 

water; digital infrastructure (internet exchange points; DNS providers; TLD name 

registries; cloud computing service providers; data centre service providers; content 

delivery networks; trust service providers; and public electronic communications 

networks and electronic communications services); public administration; and space. 

  Important entities: postal and courier services; waste management; chemicals; 

food; manufacturing of medical devices, computers and electronics, machinery 

equipment, motor vehicles; and digital providers (online market places, online search 

engines, and social networking service platforms). 

  The proposal strengthens and streamlines security and reporting requirements 

for companies by imposing a risk management approach, which provides a minimum 

list of basic security elements that have to be applied. The proposal introduces more 

precise provisions on the process for incident reporting, content of the reports and 

timelines. 

  Furthermore, the Commission proposes to address security of supply chains and 

supplier relationships by requiring individual companies to address cybersecurity risks 

in supply chains and supplier relationships. At European level, the proposal strengthens 

supply chain cybersecurity for key information and communication technologies. 

Member States in cooperation with the Commission and ENISA may carry out 

coordinated risk assessments of critical supply chains, building on the successful 

approach taken in the context of the Commission Recommendation on Cybersecurity 

of 5G networks. 

  The proposal introduces more stringent supervisory measures for national 

authorities, stricter enforcement requirements and aims at harmonising sanctions 
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regimes across Member States. It also enhances the role of the Cooperation Group in 

shaping strategic policy decisions and increases information sharing and cooperation 

between member state authorities. It also enhances operational cooperation, including 

on cyber crisis management. 

  The Commission proposal also establishes a basic framework with key 

responsible actors on coordinated vulnerability disclosure for newly discovered 

vulnerabilities across the EU and creates EU registry in this area, operated by the EU 

agency for cybersecurity (ENISA). 

  Being a central piece in the security paradigm of the EU, NIS 2 wears a heavy 

burden. It is detrimental to the overall success of the (cyber-) security policy mix in 

several ways. Firstly, critical infrastructure resilience is primordial in ensuring security 

in member states and at the EU level. For this reason, the achievement of desired 

legislative and policy outcomes is closely linked with the efficiency and impact that 

NIS 2 will have, as well as to what extent it will be able to foster cooperation. Secondly, 

the successful implementation of the directive is dependent on the swiftness of member 

states in implementing new regulations, one of the lackluster aspects of its predecessor. 

Lastly, having in mind the framework in which NIS 2 is proposed – as a nimble tool 

able to adapt to an evolving landscape of threats, it remains to be seen if it will not suffer 

from the legal lag, falling behind on challenges, condition by bureaucracy within EU 

institutions. A key role in this regard will be played by ENISA, which under NIS 2 has 

a coordination role58. 

  Finally, a major role in the field is expected to occur by the adoption of the 

Regulation on ‘managed security services’ amendments to the EU Cyber Security Act. 

The latter was introduced in June 2019 and strengthened the role of ENISA by giving 

the agency a permanent mandate and more financial and human resources. The 

Cybersecurity Act unifies the EU’s cybersecurity into a single framework, with ENISA 

as its main core. Consequently, ENISA has the capacity to contribute in operational 

cooperation and crisis management across the EU with an EU-wide certification scheme 

that will a) build trust, b) increase the growth of the cybersecurity market and c) ease 

trade across the EU59. As far as the proposed targeted amendment as it is explicitly 

declared60, its major goal is to facilitate, with the operational support of the 

Commission, the adoption of European cybersecurity certification schemes for 

‘managed security services’, in addition to information and technology (ICT) products, 

ICT services and ICT processes, which are already covered under the Cybersecurity 

 
58 For an intense demonstration and analysis of the EU’s policy in the area of cyber security see Kouroupis, 

K., & Serotila, I. (2022). Privacy and security in light of the European Digital Agenda. Nomiki Bibliothiki, 

(pp. 9-36).  
59 European Commission. (n.d.). EU Cyber Security Act. Retrieved from https://digital-strategy.ec.europa. 

eu/en/policies/cybersecurity-act, European Commission. (2019, June 27). Press release: Questions and 

Answers: Cybersecurity: Commission strengthens EU's Cybersecurity Agency and boosts the EU's 

cybersecurity preparedness. Retrieved March 8, 2024, from https://ec.europa.eu/commission/presscorner/ 

detail/en/QANDA_19_3369. 
60 See indicatively European Commission. (n.d.). Proposed Regulation on Managed Security Services 

Amendment. Retrieved March 8, 2024 from https://digital-strategy.ec.europa.eu/en/library/proposed-

regulation-managed-security-services-amendment.  



Juridical Tribune - Review of Comparative and International Law                                                                    337 

 

 

Act. 

 

 Conclusion. Critical remarks 

  

 It has been thoroughly demonstrated the cyber security regulatory framework 

of the European Union. It is clear that it focuses on the promotion of the critical 

infrastructure, the coordination of operational processes and the establishment of a 

secure digital environment. The main goal is to enforce the capacity to prevent cyber 

attacks since those actions cause serious damages to all levels. As such, the 

aforementioned legal acts cover almost all areas, including maritime industry.  

  However, there can be pointed out a significant remark. Maritime transactions 

and shipping operations constitute an ongoing evolution keeping up with the dynamic 

nature of the technological progress. Thus, a first notice refers to the undeniable fact 

that technology always precedes the law. The human factor is quite determinant at this 

point. By the introduction of smart contracts and the blockchain technology in general 

in shipping trade, it is a demanded a very high level of training and compliance with the 

suggested legal requirements.  

  Consequently, a new approach is needed in order to move into the next phase 

of armoring maritime companies. The topic of cyber security must now enter the 

boardroom and be understood by all that it is the responsibility of the company, as a 

whole, to address this new business risk. Being classified in the Critical Infrastructures 

of the EU from ENISA since 201861 a potential cyberattack to maritime industry should 

be seen as a realistic scenario due to the tremendous technological evolution. Therefore, 

the nature of prior education of any factor and/or contracting part is of high importance. 

As Mr Matthew Maheras, Chief Information Officer of Metrostar Management Corp. 

and Vice-President of AMMITEC (Association of Maritime Managers in Information 

Technology and Communications) has declared62 cybersecurity is more than protecting 

data. The executives of today’s companies should be more concerned about threats such 

as personal information violation (GDPR), Data Loss Prevention (DLP) and any kind 

of sophisticated financial fraud (Financial Fraud). As such, the Boards of Directors must 

be actively involved in shaping the cyber security strategy. Their role is to make sure 

there is a Cyber Incident Response Plan in place. In addition, they must focus on 

reputational and business continuity risk and not just on ensuring Confidentiality, 

Integrity and Availability (CIA). In addition, the dominant approach to cyber security is 

Defense in Depth. Additional layers of security are necessary, such as Artificial 

Intelligence (Cyber AI) systems and Security Operations Centers (SOC). According to 

Mr Maheras, cybersecurity is primarily an organizational problem, not just a technical 

one. 

 
61 See indicatively ENISA. (n.d.). Critical Information Infrastructures and Services: Maritime. Retrieved 

March 8, 2024, from https://www.enisa.europa.eu/topics/critical-information-infrastructures-and-services/ 

maritime. 
62 Maheras, M. (2022, November 12). [Interview with Mr. Matthew Maheras]. Naftemporiki. Retrieved 

March 8, 2024, from https://www.naftemporiki.gr/maritime/1400716/naytilia-i-megali-aposyndesi-kai-i-

kyvernoasfaleia/. 
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  Finally, it should be each time reminded that since cyber attacks derive from 

technological evolution each maritime company shall be equipped with powerful and 

secure systems, not only at operational but also at instrumental levels in order to be fully 

and ideally complied with the requirements of the legal regulatory framework.  
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